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1.0 Introduction
Email, short for Electronic Mail, consists of messages which are sent and
received using the Internet. There are many different email services
available that allow you to create an email account and send and receive
email and attachments, many of which are free. So it acts as a powerful
medium of communication. However, it may suffer from many security
attacks and hence different E-mail service providers adopt many security
mechanisms to offer secured services. They implement different security
gateways in order to provide secured data transmission over the Internet.
Email security gateways are products that are used to prevent emails that
violate an organization's policies -- particularly emails with malicious
intent -- from reaching their destinations. All email security gateways can
quarantine or block emails that contain detected malware, phishing
attacks, spam and other malicious content. This prevents many attacks
from reaching their intended recipients, which in turn reduces the number
of successful compromises of hosts, user credentials and sensitive data.

1.1 Learning Objectives

After going through this unit you should be able to






To be certain what they send goes to the right person/place.
To be certain that the right person/place can read the information.
To be able to use signed information as proof to a court or other
body.
To stop the wrong people from reading personal and private
information.
To be familiar with the organizational policies on E-mail.

1.2 Electronic Mail (E-Mail )

The Electronic Mail or email has become popular in last few years after
the inceptions of the Internet. Email is very fast and guarantees delivery.
Email has some issues, but it is the most widely used, and accepted form
of electronic communication. Email is tried and true. It is the de facto
means of written communication – especially in business. However, it’s
not always the most efficient method.
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Advantages
 It is universal. Everyone has an email address, and you can send a
message from any email provider to any email provider.
 You can send a single message to a large group of people. Rather
than sending out a bunch of separate text messages, or engaging in
various instant messaging situations, you can communicate with an
entire team or list of individuals at once.
 It provides a written record. Messages can be centrally stored and
archived, and the history of replies or forwards can be maintained.
Disadvantages
 It is slow. “Slow” is a relative term, since email messages are
delivered to the other side of the world in a matter of minutes—
perhaps seconds. But, when a message is actually retrieved is a
function of the mail server and email client software, and you don’t
really know when it is actually received.
 It is filled with spam. Although efforts like Microsoft’s campaign
to take down botnets have reduced the deluge of spam, a recent
Symantec Intelligence Report suggests spam still accounts for
nearly three fourths of all email.
 It is a primary means of spreading malware. Whether it is a link to
a malicious website, or an infected file attachment, email is the
preferred method of propagating malware attacks.
Now let us discuss the protocols used in E-Mail systems.
Three protocols are mainly used for today’s email:
1. SMTP that operates over TCP allows for the sending/receiving of
email.
2. POP that operates over TCP allows us to intermittently retrieve
email.
3. DNS operates over and makes it simple.
RFC 822 defines the structure for the message, and RFC 821 specifies the
protocol that is used to exchange the mail between two network stations. It
truly is amazing how old the original mail protocol is, and it is still in use
today. So we have email to send to one another, completely bypassing the
postal system.
There are some who call the postal system “snail mail.” Many people
today still immensely enjoy receiving a handwritten letter from a family
member, friend, or a business correspondence through the postal system.
Email does have many, many advantages and one of the top advantages is
speed. The biggest disadvantage is lack of emotion. Like everything else,
email has its place; it is merely another form of communication. In order
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to send and receive mail between users, there are actually two protocols
(possibly three) that are used:
SMTP: Used for the actual transport of mail between two entities (mail
servers).
POP (Post Office Protocol): A protocol that allows single users to collect
their mail on one server.
DNS: Used to identify the mail hosts for a domain or hostname. A Mail
can be sent and received using only SMTP, but the other protocol
involvement makes it much easier to use and is more efficient. This is a
protocol that allows users to transmit messages (Mail) between other
users. It is one of the most widely used applications of the TCP/IP
protocol.

1.2.1 Simple Mail Transfer Protocol (SMTP)

The protocol is relatively simple. A message will be created, properly
addressed, and sent from a local application to the SMTP application,
which will store the message. The server will then check (at periodic
intervals) to see if there are any messages to deliver. If there are, the mail
server will try to deliver the message. If the intended recipient is not
available at the time of delivery, the mail server will try again later. The
mail server will try a few times to deliver the message and, if it cannot,
will either delete the message or return it to the sender. The address has
the general format of local-part @ domain-name. By this, you should
recognize the domain name format.
There are two entities to this system, the sender SMTP and the receiver
SMTP that are used to transport mail between two systems. The sender
SMTP will establish communications with a receiver SMTP. Attachments
are allowed with Internet email but not directly with the protocol used in
SMTP (send mail protocol).
Email applications convert using a variety of protocols like MIME
(Multipurpose Internet Mail Extensions). SMTP (or more specific, send
mail) can only handle text. Therefore, most email applications convert an
attachment to text before sending. A common type is MIME. At the
receiver, the email application converts the attachment back to its original
format.
SMTP Flow:
The SMTP design is based on the following model of communication:
Once you have filled out the header and body section of your mail
message, the sender SMTP establishes two-way communication to a
receiver SMTP. The receiver SMTP may be either the ultimate destination
or a transient stop on the way to the final destination. Commands are sent
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to the receiver by the sender SMTP and SMTP replies are sent from the
receiver SMTP to the sender SMTP in response to each of the commands.
Once two-way communication has been established, a series of commands
(of which you can see operate using some mail applications) are issued.
The sender SMTP will send a HELLO (HELO) command identifying who
it is using its domain name to the receiver. The receiver acknowledges this
with a reply using its domain name. Next, the server issues a MAIL
command to the receiver. In this will be the identification of the person
(place, or thing) sending the mail. The receiver acknowledges this with an
OK. The sender SMTP then sends a RCPT command to the receiver, using
the intended receiver name as an argument. Each recipient in the list is
sent to the receiver one at a time, and each time the receiver acknowledges
with an OK for those recipients that it knows about. For those that it does
not know about (different domain name), it will send back a different
reply that it is forwarding the message on.
For any intended recipients received from the SMTP sender for which it
has no account, the receiver will reply to the sender that no such user(s)
exists.
After the intended recipients have been ACK’d or NACK’d, the SMTP
sender sends the DATA command and the SMTP receiver will OK this
and indicate what the end of message identifier should be.
Once this is received (the ending identifier), the SMTP receiver will reply
with an OK. Notice that all data is received, the ending identifier is
received, and then a reply message is sent by the receiver.
If everything went okay, the sender ends the connection with a QUIT
command. The SMTP receiver will reply indicating that the
communication channel is closed. So the minimum commands that a
receiver must support are HELO, MAIL, RCPT, DATA, RSET, NOOP,
and QUIT.
Depending on the mail program that you use, the transaction between a
recipient and sender of mail has been the same since RFC 821 was written.
The interface allows you to complete the mail message, filling in the
header (addresses and subject) and the body (text) of the letter. When you
press the Send button, the following transaction takes place. Some mail
programs actually place the mail commands and state numbers on display
while the transaction is taking place. It should be noted here that sending
mail is immediate. It may get queued for a small length of time on
different routers, and transient mail servers, but not for long. This is for
the transport of mail.
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Most electronic mail today is sent via SMTP and will reside on your mail
server host until you retrieve it using POP. Today, retrieving your mail
does not mean that you have to run the SMTP protocol. A server host will
accept mail messages directed to you on your behalf. Then you can sign
on any time you want and retrieve your mail.

1.2.2 DNS Interaction for Mail

A record known as the MX record in DNS identifies a mail exchanger for
the purpose of identifying hosts for recipients. A mail exchanger is hosts
that will either process or forward mail for the domain name. Processing
means that the host will deliver it the host to which it is addressed or hand
it off to another transport, such as UUCP or BITNET. Forwarding means
that the host will forward the message on to the final destination or to
another mail exchanger closer to the destination. There can be multiple
entries for a mail exchanger in a DNS. Each MX entry will have a
precedence number beside it and this signals the sender which mail host it
should try first. If the precedence value is equal among MX records, then
the sender will randomly pick one from the list. Once the mail sender has
successfully delivered the mail to one of the MX hosts, its job is done. It is
the job of the MX host to make sure it is forwarded on to its final
destination. If there are no MX records for a domain name, it is up to the
mailer application as to what happens next. Some will try to deliver it to
the IP address of the mail destination.

1.2.3 Post Office Protocol (POP)

The original mail program RFC 821 (which is the one in use today) was
set up to send messages directly to a user logged in to a terminal, as well
as store these messages to a mailbox. The commands allowed for the
receiver to determine if the user was logged on to a terminal (not a PC), if
they were accepting messages, and if they were not, are there a mailbox to
deliver some mail to. There were no message attachments and messages
were sent and received in 7-bit ASCII (8th bit was set to 0); therefore, this
would not allow for binary messages to be sent (i.e., no attachments). In
fact, the original message was not to exceed 1000 characters (however,
implementations that could go beyond this barrier were strongly
encouraged to do so). So, to operate mail, the host must be operational
(able to receive) all the time.
Today, terminals do exist, but more commonly, personal computers have
taken their place. Therefore, the final recipient will be the personal
computer. The personal computer will have both SMTP and POP. Even
though a personal computer will retrieve its mail via POP, it will still use
Odisha State Open University
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the SMTP functions to send its mail. Since SMTP expects to be able to
deliver mail immediately, this would mean that all users would have to
have their personal computers on 100 percent of the time in order to
accept mail. Second, to receive and read your mail, you must log on to a
specific host. To operate a mail server generally requires that the mail
server is available for a majority of the time, has the ability to store many
mail messages, and is able to fully run SMTP and accept mail from an
SMTP sender. While this may have been feasible for situations like
terminal-to-host connectivity, it is not feasible for situations that we have
today; namely, personal computers and mobile workers. SMTP is a very
robust transaction oriented protocol.
SMTP is set up to send and receive mail by hosts that are up full time. No
rules for those hosts that is intermittent on the LAN. POP emulates you as
a host on the network. It receives SMTP mail for you to retrieve later. POP
accounts are set up for you by an ISP or your company.POP retrieves your
mail and downloads it to your personal computer when you sign on to
your POP account. What we need is the ability for SMTP to operate (drop
off the mail, like a PO Box at the post office), and then another protocol to
download to our personal computers (we drop by the post office and
retrieve our mail from the post office box.). POP is the protocol to allow
for this. Mail can be delivered to a drop-off point and POP allows us to log
in and retrieve our mail.

1.2.4 SMTP, DNS, and POP Topology

For example, mail is sent from your PC to J’s PC. In order to accomplish
this, the send mail (SMTP) program is established to the SMTP server on
your ISP. A DNS lookup is accomplished using the root DNS server to
find the domain of the intended recipient. A call is made to recipients DNS
to find the mail server (which could be the same server as the DNS). Once
the mail server is found (its IP address is found), mail is sent to that server.
The POP function delivers it to your mail box on that mail server so that
when J’s PC retrieves mail; your mail message will be waiting.

1.3 E-Mail Security

The three main goals of Information Security are to maintain the
confidentiality, integrity, and availability of information resources. These
three principles can be directly applied to the area of email security as
well. Confidentiality of email involves making sure it is protected from
unauthorized access. Integrity of email involves a guarantee that it has not
be modified or destroyed by an unauthorized individual. Availability of
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email involves ensuring that mail servers remain online and able to service
the user community. A weakness in any one of these three key areas will
undermine the security posture of an email system and open the door to
exploitation.
Email messages are composed, delivered, and stored in a multiple step
process, which starts with the message's composition. When the user
finishes composing the message and sends it, the message is transformed
into a standard format: an RFC 2822 formatted message. Afterwards, the
message can be transmitted. Using a network connection, the mail client,
referred to as a mail user agent (MUA), connects to a mail transfer agent
(MTA) operating on the mail server. The mail client then provides the
sender‘s identity to the server. Next, using the mail server commands, the
client sends the recipient list to the mail server. The client then supplies
the message. Once the mail server receives and processes the message,
several events occur, such as recipient server identification, connection
establishment, and message transmission. Using Domain Name System
(DNS) services, the sender‘s mail server determines the mail server(s) for
the recipient(s). Then, the server opens up a connection(s) to the recipient
mail server(s) and sends the message employing a process similar to that
used by the originating client, delivering the message to the recipient(s).

1.3.1 E-Mail Security issues








An E Mail is not actually real-time and can afford to use public
key cryptosystems.
Certification of keys is much harder because anyone can send any
one else some mail strictly end-to-end
IPSec/firewalls might get in the way here.
A single message can be sent to many parties
There can be message forwarding loops due to distribution lists
or even someone's .forward file.
Duplicate copies can be sent to same individual.
Recipient or intermediate node may not be ready to receive mail

1.3.2 Security Services over Email




Privacy: No one should read message except recipient
Authentication: Recipient should know exactly who the sender i
Integrity: Recipient should be able to tell whether message was al
tered in transit
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Non-Repudiation: Recipient can prove that the sender really
sent it.
Proof of submission: Verification to the sender that the mailer got
it
Proof of delivery: Verification to sender that the recipient got it
Message flow confidentiality: Eavesdropper cannot determine the
sender's ID
Anonymity: Ability to send so recipient does not know sender
Containment: Ability to keep secure messages from "leaking" ou
t of a region.
Audit: Logging of events having relevance to security Accountin
g: Maintain usage statistics (might charge for service)
Self-destruct: Message is destroyed on delivery
Message sequence integrity: Sequence of messages has arrived in
order, without loss.

1.4. Threats to E-Mail Security

Email security is threatened by a range of issues. Malicious software is
one which frequently spread via e-mail over the Internet. E-mail also
has some original threats of its own, including spam, spoofing, and
phishing attacks. Let us now individually discuss these threats to E-Mail
security.

1.4.1 Viruses

One of the most publicized and high risk of all the issues is viruses.
Viruses are so dangerous because they often deliver extremely
destructive payloads, destroying data, and bringing down entire mail
systems. The impact of viruses on organizations is huge. The impact
goes far beyond money, resources, and effort required recovering from
such incidents. It also includes loss of productivity, corrupt and/or lost
data, and loss of user confidence.

1.4.2 Spamming

Sending of unsolicited and commercial bulk message over the internet is known
as spamming.
An email can be classified as spam, if it meets following criteria:
a) Mass mailing: - the email is not targeted to one particular person but to a
large number of peoples.
b) Anonymity: - The real identify of the person not known.
Odisha State Open University
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c) Unsolicited: - the email is neither expected nor requested for the
recipient.
These spams’s not only irritate the recipients and overload the network but also
waste the time and occupy the valuable memory space of the mailbox.

Fig: Spamming mails
1.4.3 Social engineering

Rather than hack into a system, an attacker can use e-mail to gather
sensitive information from an organization’s users or get users to perform
actions that further an attack. A common social engineering attack is email spoofing, in which one person or program successfully masquerades
as another by falsifying the sender information shown in e-mails to hide
the true origin.
1.4.4 Email Spoofing

Email spoofing is the creation of email messages with a forged sender
address. It is a process of changing the header information of an e-mail so
that its original source is not identified and it appears to an individual at
the receiving end that the email has been originated from source other than
the original source.
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Fig: Example of email spoofing

1.5 Pretty Good Privacy (PGP)

PGP stands for “Pretty Good Privacy,” and it’s most often used for
sending encrypted messages between two people. PGP works by
encrypting a message using a public key that’s tied to a specific user;
when that user receives the message, they use a private key that’s known
only to them to decrypt it.
This system ensures that it’s easy to send encrypted communications,
because the only thing needed to encrypt a message is a public key and the
proper PGP program. But it’s also quite safe, as messages can only be
decrypted with privately known keys that are password-protected.
In addition to encryption, PGP also allows for digital signatures. By
signing your encrypted message with your private key, you provide a way
for the recipient of the message to see if the content of the message has
been changed. If even a single letter in the message is changed before its
decrypted, the signature will be invalidated, alerting the recipient to foul
play.
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1.5.1 Mechanics of PGP

The mathematical mechanics of PGP are extremely complicated, but the
diagram below will give you a general idea of how the system works.
For email security or sending secure email we should use Pretty Good
Privacy. Pretty Good Privacy provides confidentiality by encrypting
messages to be transmitted or data files to be stored using an encryption
algorithm such as Tripler DES or CAST-128.
Email messages can be protected by using cryptography in various ways,
such as the following:
 Signing an email message to ensure its integrity and confirm the
identity of its sender.
 Encrypting the body of an email message to ensure its confidentiality.
 Encrypting the communications between mail servers to protect the
confidentiality of both message body and message header.
The first two methods, message signing and message body encryption, are
often used together; however, encrypting the transmissions between mail
servers is typically used only when two organizations want to protect
emails regularly sent between each other.

Fig: Mechanics of PGP
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For example, the organizations could establish a virtual private network
(VPN) to encrypt the communications between their mail servers over the
Internet. Unlike methods that can only encrypt a message body, a VPN
can encrypt entire messages, including email header information such as
senders, recipients, and subjects. In some cases, organizations may need to
protect header information. However, a VPN solution alone cannot
provide a message signing mechanism, nor can it provide protection for
email messages along the entire route from sender to recipient.

1.5.2 How PGP works

PGP combines some of the best features of both conventional and public
key cryptography. PGP is a hybrid cryptosystem. When a user encrypts
plaintext with PGP, PGP first compresses the plaintext. Data compression
saves modem transmission time and disk space and, more importantly,
strengthens cryptographic security. Most cryptanalysis techniques exploit
patterns found in the plaintext to crack the cipher. Compression reduces
these patterns in the plaintext, thereby greatly enhancing resistance to
cryptanalysis. (Files that are too short to compress or which don't
compress well aren't compressed.)

1.5.3 How Secure is PGP?

While it’s impossible to say that any particular encryption method is 100%
secure, PGP is generally regarded as being extremely safe. The two-key
system, digital signatures, and the fact that PGP is open-source and has
been heavily vetted by the public all contribute to its reputation as one of
the best encryption protocols. Bruce Schneider once called PGP “the
closest you’re likely to get to military-grade encryption,” and PGP.net
says that there are “no practical weaknesses.”

1.6 SMIME

SMIME (Secure/Multipurpose Internet Mail Extension) is a security
enhancement to the MIME Internet e-mail format standard, based on
technology from RSA Data Security. SMIME is used mainly as the
industry standard for commercial and organizational use, while PGP
remains as the choice for personal e-mail security for many users. Before
understanding SMIME, you need to understand an e-mail format standard,
RFC 822, which is still in common use.
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1.6.1 RFC 822
RFC 822 defines a format for text messages that are sent using electronic
mail. It has been the standard for Internet-based text mail message and
remains in common use. In the RFC 822context, messages are viewed as
having an envelope and contents. The envelope contains whatever
information is needed to accomplish transmission and delivery. The
contents compose the object to be delivered to the recipient. The RFC 822
standard applies only to the contents.
However, the content standard includes a set of header fields that may be
used by the mail system to create the envelope, and the standard is
intended to facilitate the acquisition of such information by programs.
A message consists of some number of header lines (the header) followed
by unrestricted text (the body). The header is separated from the body by a
blank line. A header line usually consists of a keyword, followed by a
colon, followed by the keyword's arguments; the format allows along line
to be broken up into several lines. The most frequently used keywords are
From, To, Subject, and Date.

1.6.2 Multipurpose Internet Mail Extensions(MIME)

MIME is an extension to the RFC 822 framework that is intended to
address some of the problems and limitations of the use of SMTP (Simple
Mail Transfer Protocol) or some other mail transfer protocol and RFC 822
for electronic mail. The following are some of the limitations of the
SMTP/822 scheme:
1. SMTP cannot transmit executable files or other binary objects. A
number of schemes are in use for converting binary files into a text
form that can be used by SMTP mail systems, including the
popular UNIX UUencode/UUdecode scheme. However, none of
these is a standard or even a de facto standard.
2. SMTP cannot transmit text data that includes national language
characters because these are represented by 8-bit codes with values
of 128 decimal or higher, and SMTP is limited to 7-bit ASCII.
3. SMTP servers may reject mail message over a certain size.
4. SMTP gateways that translate between ASCII and the character
code EBCDIC do not use a consistent set of mappings, resulting in
translation problems.
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5. SMTP gateways to X.400 electronic mail networks cannot handle
non textual data included in X.400 messages.

1.6.3 MIME Header Fields

The five header fields defined in MIME are as follows:
MIME-Version: Must have the parameter value 1.0. This field
indicates that the message conforms to RFCs 2045 and 2046.
Content-Type: Describes the data contained in the body with
sufficient detail that the receiving user agent can pick an appropriate
agent or mechanism to represent the data to the user or otherwise deal
with the data in an appropriate manner.
Content-Transfer-Encoding: Indicates the type of transformation
that has been used to represent the body of the message in a way that is
acceptable for mail transport.
Content-ID: Used to identify MIME entities uniquely in multiple
contexts.
Content-Description: A text description of the object with the body;
this is useful when the object is not readable (e.g., audio data).

1.6.4 S/MIME Functionality

S/MIME provides the following functions:
1. Enveloped data: This consists of encrypted content of any type
and encrypted-content encryption keys for one or more recipients.
2. Signed data: A digital signature is formed by taking the message
digest of the content to be signed and then encrypting that with the
private key of the signer. The content plus signature are then
encoded using base64 encoding. A signed data message cans only
be viewed by a recipient with S/MIME capability.
3. Clear-signed data: As with signed data, a digital signature of the
content is formed. However, in this case, only the digital signature
is encoded using base64. As a result, recipients without S/MIME
capability can view the message content, although they cannot
verify the signature.
4. Signed and enveloped data: Signed-only and encrypted-only
entities may be nested, so that encrypted data may be signed and
signed data or clear-signed data may be encrypted.
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1.7 E-Mail Policy
Email is the electronic equivalent of a postcard. Because of this, it
requires special policy considerations. From archiving to content
guidelines, organizations have a lot to consider when writing email
policies.
1. Rules for using email:
Policies should be written to promote the responsible use of email
that supports the organization’s goals and business requirements.
Some of the items that should be included in the policy concern
courtesy, content, general usage, and compliance with the policy.
2. Administration of email:


Policies describing the administration of email discuss the actions
the organization will follow in the management of the email
system.
 Administrative policies should establish the right to scan messages
passing through the email system. This scanning can be for viruses
or content.
 Regardless of the scanning type, there should be a policy in place
that says the organization is doing this.
 Email policies might include mechanisms to limit the size of
messages to prevent the overloading of servers and network
bandwidth.
 To mitigate other problems, the organization might want to include
a policy that allows them to use proxies, gateways, and other
means to aid in the transmission of messages. These policies
should not imply that messages are being filtered or retained.
 If email messages are archived, there should be a policy that
outlines the basics for how this will work. This policy also should
define retention periods and potential exceptions to the policy.
3. Use of email for confidential communication:
 Policies for sending confidential communication include provision
for encrypting the data before transmission and signing them with
digital signatures.
 Encryption policies are really not the scope of email policies. Thus
the policy statements should refer the user to the organization’s
encryption policy for that information.
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1.8 Let us Sum Up
Email has been used by people since the birth of the Internet. Messages
are sent in near real-time and are not that obtrusive. The recipient does not
have to read the message immediately. It also gives the writer a chance to
word the message carefully. Protocols like PGP, MIME, S/MIME and
POP enable secured E-Mail delivery and reception. Furthermore, E-Mail
users in the organization must adopt certain policies to maintain various
levels of security to maintain privacy, confidentiality and availability of
their message.

1.9 Self Assessment Questions

1. What do you mean by E-Mail? What are the pros and Cons of EMail?

………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

2. List the protocols involved in E-Mail and mention their uses in
brief.

………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
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3. What is S/MIME? Write the functions of S/MIME.

………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

4. Discuss different threats to E-Mail security.
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

1.10 Model Questions

1. Write short notes on MIME.
2. Explain the working of PGP in secured E-Mail communication.
3. Write the limitations of the SMTP/822 scheme.

1.11 References & Further Readings

1. Fundamentals of Information Security (PGDCS-01), Study
Materials of Uttarakhand Open University, Haldwani, for
Certificate in e-Governance and Cyber Security.
2. Cyber Security Techniques (PGDCS-02), Study Materials of
Uttarakhand Open University, Haldwani, for Certificate in eGovernance and Cyber Security,
3. Cyber Attacks and Counter Measures: User Perspective,
(PGDCS-03), Study Materials of Uttarakhand Open University,
Haldwani, for Post-Graduate Diploma in Cyber Security.
4. Information System (PGDCS-06), Study Materials of
Uttarakhand Open University, Haldwani, for Post-Graduate
Diploma in Cyber Security.
5. http://s1216.photobucket.com/user/rjtheindian/media/
emailspoofing3.png.html
6. http://library.ahima.org
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2.0 Introduction
Today almost every organization web-applications are the integral part of
information infrastructure to allow information exchange with employee,
customers, partners, etc. Ecommerce is also grown rapidly and everything
is moving up on computer network from vegetables to electronics, today
customer is free to shop online at a click of mouse.
Security is a critical part of any Web application. Web application security
with security of websites, web applications and web services. Web
application security draws on the principles of application security but
applies them specifically to Internet and Web based systems.
Web applications by definition allow users access to a central resource —
the Web server — and through it, to others such as database servers. By
understanding and implementing proper security measures, you safeguard
your own resources as well as provide a secure environment in which your
users are comfortably working with your application.
This unit provides an overview of security for Web applications,
describing what types of issues you need to think about when creating
applications.

2.1 Learning Objectives

After going through this unit you should be able to
 Define Web Application Security
 Understand the web authentication techniques
 Understand the meaning and use of Cookies
 Identify the web application vulnerabilities
 Know the key concepts of SQL Injection Attacks
 Understand how SQL Injection works

2.2 Web Application Security
The Wikipedia defines, “Web application security as a branch of
Information Security that deals specifically with security of websites, web
applications and web services”. At a high level, Web application
security draws on the principles of application security but applies them
specifically to Internet and Web systems.
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The World Wide Web has evolved from a system that delivers static pages
to a platform that supports distributed applications, known as web
applications, and has become one of the most prevalent technologies for
information and service delivery.
As shown in figure below, web application consists of client side and
server side components. The client side component which includes static
web pages with embedded scripting languages e.g. JavaScript executed
within browser. Client make http request to the web server by specifying
particular URL via Internet.

Fig: Web application Architecture
At server side, client’s request is processed within web server using
dynamic HTML pages either through execution (CGI, or Java Servlets) or
interpretation (PHP, JSP) and provides appropriate response to the client
request. These servers actually contain the business logic of the
application. Business logic refers to the algorithm implementation that to
be performed to the data such a show to create, display, stored and
changes the data. Client can communicate with server side code using
asynchronous call such as AJAX and dynamically updates the HTML
pages. The web applications interact with the backend files system or
database server for storing and retrieving data. Aspects of web application
including programming language, state maintenance and logic
implementation differentiate the web application from traditional
applications.
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Security Issues:
As web applications are increasingly used to deliver critical services, they
become a valuable target for security attacks. Many web applications
interact with back-end database systems, which may store sensitive
information (e.g., financial, health). A compromised web application
could result in an enormous information breach, severe financial losses,
and lead to many types of ethical and legal consequences.
Web applications are unfortunately prone to high security risks, and so are
the networks to which web servers are connected. Setting aside risks
created by employee use or misuse of network resources, your web server
and the website encounter most serious sources of security risk.
Web servers by design open a window between your network and the
world. The care taken with server maintenance, web application updates
and your web site coding will define the size of that window, limit the
kind of information that can pass through it and thus establish the degree
of web security you will have.
These days, web-applications have been continuously targeted by attackers
for various interests. Cross Site Scripting Attack (XSS), SQL injection, File
Inclusion, Malicious File Uploads is few attacks to name in web-application
domain.

2.2.1 Security issues in web Application

2.2.1. Why old approaches to security fail
The security analysis of web applications does not assume the standard
threat model of communications security where the attacker is ‘‘in control
of the network’’ and can read, modify, delete, and insert messages. In the
new web threat model, the attacker is a malicious end system. This
attacker only sees messages addressed to him and data obtained from
compromised end systems. The attacker can also guess predictable fields
in unseen messages.
2.2.2 Web Application Vulnerabilities and Attacks
In general, there are three types of security vulnerabilities within web
applications at different levels: input validation vulnerability at the single
request level, session management vulnerability at the session level, and
application logic vulnerability at the level of the whole application. In
what follows, we describe the above three types of vulnerabilities and the
common attacks that exploit these vulnerabilities.
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2.2.3 Common Attacks on Web Applications

The common attacks on web applications include Cross Site Scripting
(XSS) Attacks, Forced browsing attack URL Access vulnerability,
Username enumeration, Remote code execution, Format String,
Vulnerabilities, SQL Injection attack etc. In this unit we will discuss more
on SQL Injection attacks.

2.2.4 Cross Site Scripting

It is an activity which involves injecting a malicious client side script into
a trusted website. As soon as the browser executes the malicious script, the
malicious script gets access to the cookies and other sensitive information
and sent to remote servers. Now this information can be use to gain
financial benefit or physical access to a system for personal interest.

Fig: Cross Site Scripting

2.3 Web Authentication Techniques
Web authentication is a Layer 3 security feature that causes the controller
to not allow IP traffic (except DHCP and DNS -related packets) from a
particular client until that client has correctly supplied a valid username
and password. It is a simple Authentication method without the need for a
supplicant or client utility. Web authentication is typically used by
customers who want to deploy a guest-access network. Typical
deployments can include "hot spot" locations such as T-Mobile or
Starbucks.
Keep in mind that web authentication does not provide data encryption.
Web authentication is typically used as simple guest access for either a
"hot spot" or campus atmosphere where the only concern is the
connectivity.
Odisha State Open University

Page 23

2.3.1 HTTP Basic authentication
HTTP Basic authentication is a method for the client to provide a
username and a password when making a request.
This is the simplest possible way to enforce access control as it doesn't
require cookies, sessions or anything else. To use this, the client has to
send the Authorization header along with every request it makes. The
username and password are not encrypted, but constructed this way:
 username and password are concatenated into a single
string: username: password
 this string is encoded with Base64
 the Basic keyword is put before this encoded value
What are the drawbacks of using HTTP Basic authentication?




The username and password are sent with every request, potentially
exposing them - even if sent via a secure connection
Connected to SSL/TLS, if a website uses weak encryption, or an
attacker can break it, the usernames and passwords will be exposed
immediately
There is no way to log out, the user using Basic authentication
expiration of credentials is not trivial - you have to ask the user to
change password to do.

2.3.2 Cookies

When a server receives an HTTP request in the response, it can send a SetCookie header. The browser puts it into a cookie jar, and the cookie will
be sent along with every request made to the same origin in
the Cookie HTTP header.
To use cookies for authentication purposes, there are a few key principles
that one must follow.
Always use Http Only cookies
To mitigate the possibility of XSS attacks always use the Http Only flag
when setting cookies. This way they won't show up in document Cookies.
Always use signed cookies
With signed cookies, a server can tell if a cookie was modified by the
client.
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2.3.3 Signatures
Either using cookies or tokens, if the transport layer for whatever reason
gets exposed your credentials are easy to access - and with a token or
cookie the attacker can act like the real user.
A possible way to solve this - at least when we are talking about APIs and
not the browser is to sign each request. How does that work?
When a consumer of an API makes a request it has to sign it, meaning it
has to create a hash from the entire request using a private key. For that
hash calculation you may use:
 HTTP method
 Path of the request
 HTTP headers
 Checksum of the HTTP payload and a private key to create the
hash
To make it work, both the consumer of the API and the provider have to
have the same private key. Once you have the signature, you have to add it
to the request, either in query strings or HTTP headers. Also, a date should
be added as well, so you can define an expiration date.

2.3.4 One-Time Passwords
A one-time password (OTP) is a password that is valid for only one login
session or transaction, on a computer system or other digital device.
One-Time passwords algorithms generate a one-time password with a
shared secret and either the current time or a counter:
Time-based One-time Password Algorithm, based on the current time,
MAC-based One-time Password Algorithm, based on a counter.
These methods are used in applications that leverage two-factor
authentication: a user enters the username and password then both the
server and the client generate a one-time password.
One-Time Password (OTP) Authentication products generate highly
secure one-time passwords ensuring that only properly authenticated users
are authorized access to critical applications and data.
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2.4 Injection flaws
Injection flaws allow attackers to relay malicious code through an
application to another system. These attacks include calls to the operating
system via system calls, the use of external programs via shell commands,
as well as calls to backend databases via SQL (i.e., SQL injection). Whole
scripts written in Perl, Python, and other languages can be injected into
poorly designed applications and executed. Any time an application uses
an interpreter of any type there is a danger of introducing injection
vulnerability.
Many web applications use operating system features and external
programs to perform their functions. Sendmail is probably the most
frequently invoked external program, but many other programs are used as
well. When a web application passes information from an HTTP request
through as part of an external request, it must be carefully scrubbed.
Otherwise, the attacker can inject special (Meta) characters, malicious
commands, or command modifiers into the information and the web
application will blindly pass these on to the external system for execution.
SQL injection is a particularly widespread and dangerous form of
injection. To exploit a SQL injection flaw, the attacker must find a
parameter that the web application passes through to a database. By
carefully embedding malicious SQL commands into the content of the
parameter, the attacker can trick the web application into forwarding a
malicious query to the database. These attacks are not difficult to attempt
and more tools are emerging that scan for these flaws. The consequences
are particularly damaging, as an attacker can obtain, corrupt, or destroy
database contents.
Injection vulnerabilities can be very easy to discover and exploit, but they
can also be extremely obscure. The consequences of a successful injection
attack can also run the entire range of severity, from trivial to complete
system compromise or destruction. In any case, the use of external calls is
quite widespread, so the likelihood of an application having an injection
flaw should be considered high.

2.4.1 Environments Affected

Every web application environment allows the execution of external
commands such as system calls, shell commands, and SQL requests. The
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susceptibility of an external call to command injection depends on how the
call is made and the specific component that is being called, but almost all
external calls can be attacked if the web application is not properly coded.

2.4.2 How to Determine if you are Vulnerable

The best way to determine if your applications are vulnerable to injection
attacks is to search the source code for all calls to external resources (e.g.,
system, exec, fork, Runtime. Exec, SQL queries, or whatever the syntax is
for making requests to interpreters in your environment). Note that many
languages have multiple ways to run external commands. Developers
should review their code and search for all places where input from an
HTTP request could possibly make its way into any of these calls. You
should carefully examine each of these calls to be sure that the protection
steps outlined below are followed.

2.4.3 How to Protect Yourself

The simplest way to protect against injection is to avoid accessing external
interpreters wherever possible. For many shell commands and some
system calls, there are language specific libraries that perform the same
functions. Using such libraries does not involve the operating system shell
interpreter, and therefore avoids a large number of problems with shell
commands.
For those calls that you must still employ, such as calls to backend
databases, you must carefully validate the data provided to ensure that it
does not contain any malicious content. You can also structure many
requests in a manner that ensures that all supplied parameters are treated
as data, rather than potentially executable content. The use of stored
procedures or prepared statements will provide significant protection,
ensuring that supplied input is treated as data. These measures will reduce,
but not completely eliminate the risk involved in these external calls. You
still must always validate such input to make sure it meets the expectations
of the application in question.
2.5. SQL Injection
SQL injection is a type of web application security vulnerability in which
an attacker is able to submit a database SQL command that is executed by
a web application, exposing the back-end database. A SQL injection attack
can occur when a web application utilizes user-supplied data without
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proper validation or encoding as part of a command or query. The
specially crafted user data tricks the application into executing unintended
commands or changing data.
SQL Injection occurs when data entered by users is sent to the SQL
interpreter as a part of an SQL query, as in the figure below.

Fig: SQL Injection
SQL injection allows an attacker to create, read, update, alter or delete
data stored in the back-end database. In its most common form, a SQL
injection attack gives access to sensitive information such as social
security numbers, credit card numbers or other financial data. According
to Veracode’s State of Software Security Report, SQL injection is one of
the most prevalent types of web application security vulnerability.
SQL injection errors occur when:
 Data enters a program from an un-trusted source.
 The data used to dynamically construct a SQL query
 The main consequences are:
Confidentiality: Since SQL databases generally hold sensitive data, loss
of confidentiality is a frequent problem with SQL Injection vulnerabilities.

Authentication: If poor SQL commands are used to check user names
and passwords, it may be possible to connect to a system as another user
with no previous knowledge of the password.
Authorization: If authorization information is held in a SQL database, it
may be possible to change this information through the successful
exploitation of SQL Injection vulnerability.

Integrity: Just as it may be possible to read sensitive information, it is
also possible to make changes or even delete this information with a SQL
Injection attack.
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2.5.1 How SQL Injection works
An SQL Injection Attack (SQLIA) is a type of attack whereby an attacker
(a crafted user) adds malicious keywords or operators into an SQL query
(e.g., SQL malicious code statements), then injects it to a user input box of
a Web application. This allows the attacker to have illegal and unrestricted
access to the data stored at the backend database. Figure below shows the
normal user input process in a Web application, which is self-explanatory.

Fig: Normal user input process in a Web application
Now the next figure below shows an example how a malicious input could
be processed in a Web application. In this case, the malicious input is the
carefully formulated SQL query which passes through the system’s
verification method.
In order to run malicious SQL queries against a database server, an
attacker must first find an input within the web application that is included
inside of an SQL query.
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Fig: Malicious input through SQL Injection in the web application
In order for an SQL injection attack to take place, the vulnerable website
needs to directly include user input within an SQL statement. An attacker
can then insert a payload that will be included as part of the SQL query
and run against the database server.

2.5.2 SQL Injection Vulnerability versus SQL Injection Attack

Vulnerability in any system is defined as a bug, loophole, weakness or
flaw existing in the system that can be exploited by an unauthorized user
in order to gain unlimited access to the stored data. Attack generally
means an illegal access, gained through well crafted mechanisms, to an
application or system.
SQL injection is a software vulnerability that occurs when data entered by
users is sent to the SQL interpreter as a part of a SQL query.
Attackers provide specially crafted input data to the SQL interpreter and
trick the interpreter to execute unintended commands.
Attackers utilize this vulnerability by providing specially crafted input
data to the SQL interpreter in such a manner that the interpreter is not able
to distinguish between the intended commands and the attacker’s specially
crafted data. The interpreter is tricked into executing unintended
commands.
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A SQL injection attack exploits security vulnerabilities at the database
layer. By exploiting the SQL injection flaw, attackers can create, read,
modify or delete sensitive data.
SQL Injections: The Most Prevalent Type of Application Security
Vulnerability
With more than 20 percent of all web vulnerabilities being attributed to
SQL injection, this is the second most common software vulnerability.
Therefore, having the ability to find and prevent SQL injection should be
top of mind for web developers and security personnel. In general, a SQL
injection attack exploits a web application that does not properly validate
or encode user-supplied input and then uses that input as part of a query or
command against a back-end database. For example, a typical form may
ask for an ID and create a URL:
"http://www.somewebsite.com/id/id.asp?id=somedata". An attacker using
SQL injection may enter "some data or 1=1". If the web application does
not properly validate or encode the user-supplied data and sends it directly
to the database, the reply to the query will expose all IDs in the database,
since the condition "1=1" is always true. This is a basic example, but it
illustrates the importance of sanitizing user-supplied data before using it in
a query or command.

2.5.3 Preventing SQL Injection

You can prevent SQL injection if you adopt an input validation technique
in which user input is authenticated against a set of defined rules for
length, type and syntax and also against business rules.
You should ensure that users with the permission to access the database
have the least privileges. Additionally, do not use system administrator
accounts like “sa” for web applications. Also, you should always make
sure that a database user is created only for a specific application and this
user is not able to access other applications. Another method for
preventing SQL injection attacks is to remove all stored procedures that
are not in use.
Use strongly typed parameterized query APIs with placeholder
substitution markers, even when calling stored procedures.
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Show care when using stored procedures since they are generally safe
from injection. However, be careful as they can be inject able (such as via
the use of exec () or concatenating arguments within the stored procedure).

2.5.4 What Attackers can do with SQL?

SQL is a programming language designed for managing data stored in an
RDBMS; therefore SQL can be used to access, modify and delete data.
Furthermore, in specific cases, an RDBMS could also run commands on
the operating system from an SQL statement.
Keeping the above in mind, when considering the following, it’s easier to
understand how lucrative a successful SQL injection attack can be for an
attacker.


An attacker can use SQL injection to bypass authentication or even
impersonate specific users.



One of SQL’s primary functions is to select data based on a query
and output the result of that query. SQL injection vulnerability
could allow the complete disclosure of data residing on a database
server.



Since web applications use SQL to alter data within a database, an
attacker could use SQL injection to alter data stored in a database.
Altering data affects data integrity and could cause repudiation
issues, for instance, issues such as voiding transactions, altering
balances and other records.



SQL is used to delete records from a database. An attacker could
use an SQL injection vulnerability to delete data from a database.
Even if an appropriate backup strategy is employed, deletion of
data could affect an application’s availability until the database is
restored.



Some database servers are configured (intentional or otherwise) to
allow arbitrary execution of operating system commands on the
database server. Given the right conditions, an attacker could use
SQL injection as the initial vector in an attack of an internal
network that sits behind a firewall.
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2.5.5 The anatomy of an SQL Injection attack

An SQL injection needs just two conditions to exist – a relational database
that uses SQL, and a user controllable input which is directly used in an
SQL query.
In the example below, it shall be assumed that the attacker’s goal is to exfiltrate data from a database by exploiting SQL injection vulnerability
present in a web application.
Supplying an SQL statement with improper input, for example providing a
string when the SQL query is expecting an integer, or purposely inserting
a syntax error in an SQL statement cause the database server to throw an
error.
Errors are very useful to developers during development, but if enabled on
a live site, they can reveal a lot of information to an attacker. SQL errors
tend to be descriptive to the point where it is possible for an attacker to
obtain information about the structure of the database, and in some cases,
even to enumerate an entire database just through extracting information
from error messages – this technique is referred to as error-based SQL
injection. To such an extent, database errors should be disabled on a live
site, or logged to a file with restricted access instead.

2.6 Let us Sum Up
Now a day’s web application is widely used in various applications it is
the reliable and efficient solution to the challenges of communicating and
conducting the various organization, business or commerce over the
internet. Though many approaches and frameworks have been identified
and implemented in many interactive Web applications, security still
remains a major issue. SQL Injection prevails as one of the top-10
vulnerabilities and threat to online businesses targeting the backend
databases. SQL injection is a code injection technique that might destroy
your database.
SQL injection is one of the most common web hacking techniques.SQL
injection is the placement of malicious code in SQL statements, via web
page input. In SQL injection is a technique the attacker injects an input in
the query in order to change the structure of the query intended by the
programmer and gaining the access of the database which results
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modification or deletion of the user’s data. In the injection it exploits a
security vulnerability occurring in database layer of an application. SQL
injection attack is the most common attack in websites in these days.
Some malicious codes get injected to the database by unauthorized users
and get the access of the database due to lack of input validation. So input
validation is the most critical part of software security that is not properly
covered in the design phase of software development life-cycle resulting
in many security vulnerabilities.

2.7 Self Assessment Questions
1. What do you mean by web application security?
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
2. What are different web application security attacks?

………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
3. What is the use of One-Time Passwords?

………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
4. What do you mean by SQL Injection?

………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
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………………………………………………………………………………
………………………………………………………………………………

2.8 Model Questions
1.
2.
3.
4.

How SQL Injection Vulnerability different from SQL Injection Attack?
What Attackers can do with SQL injection?
How can you prevent from SQL injection attack?
What are different web authentication techniques?

2.9 References & Further Readings
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3. Cyber Attacks and Counter Measures: User Perspective, (PGDCS-03),
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4. Information System (PGDCS-06), Study Materials of Uttarakhand
Open University, Haldwani, for Post-Graduate Diploma in Cyber
Security.
5. Mihir Gandhi, Jwalant Baria, SQL INJECTION Attacks in Web
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6. http://gender.govmu.org/English/Documents/activities/gender%20infsy
s/AnnexX1302.pdf
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3.0 Introduction
Web browsers are communicating client-server computer programs for
distributing documents and information, generally called web data, over
the Internet. Web data are marked up in the HTML language for
presentation and interaction with people in web browsers. Each web server
uses an IP address or domain name as well as a port number for its
identification. People use web browsers to send data requests to web
servers with the HTTP protocol, and the web servers running on server
computers either retrieve the requested data from local disks or generate
the data on-the-fly, mark up the data in HTML, and send the resulting
HTML files back to the web browsers to render. Apache, Tomcat and IIS
are popular web server programs, and IE and Firefox are popular web
browsers.
The variety of browsers that can be hosted on a range of platforms means
that organizations will be exposed to a variety of risks – either by
worsening existing risks to corporate assets or introducing new ones. The
guidance discusses how effective the browser’s security features are and
how they can be configured to make best use of those features.
Web browsers play an important role in protecting you from malware,
phishing and other online attacks, while browser privacy features help
keep our browsing habits private on your computer.
In this unit we will discuss some of the security technologies in a way that
does not negatively affect rich Internet experiences.

3.1 Learning Objectives

After completion of this unit, you should be able to
 Know the functions of a web browser
 Understand the meaning of web browser security
 Identify the role of a Uniform Resource Identifier
 Identify different vulnerabilities and attacks on applications
 Demonstrate the Impact of XSS Vulnerability
 Know the vulnerabilities in Malicious File Upload and Webshells
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Understand the need to secure your Browser
Identify the Features and Risks of Web Browsers
Secure Your Web Browser
Note the tips to keep your computer secure

3.2 Web Browser Security
Browser security is the application of Internet security to web browsers in
order to protect networked data and computer systems from breaches of
privacy or malware. Security exploits can also take advantage of
vulnerabilities (security holes) that are commonly exploited in all
browsers. In computer security a threat is a possible danger that might
exploit vulnerability to breach security and thus cause possible harm. A
threat can be either “intentional” or “accidental”.
Web browsers can be breached in one or more of the following ways:
1) Operating system is breached and privacy is reading/modifying
the browser memory space in privilege mode.
2) Operating system has a privacy and running as a background
process which is reading/modifying the browser memory space in
privileged mode.
3) Main browser executable can be hacked.
4) Browser components may be hacked.
5) Browser plug-in can be hacked.
6) Browser network communications could be intercepted outside
the machine
Whenever a browser communicates with a website it is the website which
makes communication and collects some information about the browser .If
any malicious code has been inserted into the website's contents then
vulnerabilities specific to a particular browser can allow this malicious
code to run processes unintended ways. The attacker is able to run
processes and gain privileged access to the infected system on the machine
as well the whole network.
Browsers like Google Chrome and Mozilla Firefox can block—or warn
users of—insecure plugins. The browser guarantees that the address bar is
correct. It is a reason because;
• Why browsers will generally display a warning when entering full
screen mode?
• Where the address bar would normally be, so that a full screen
website cannot make a fake browser user interface with a fake
address bar.
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3.3 A 2-Tier and 3-Tier Web Architecture
The basic web architecture is two-tiered architecture, one is a web server
(which serves the content to client) and a web client or browser (which
request for the resource). The server side programming extends the twotier architecture to three-tier architecture by adding a back-end server. The
first of the two-tier architecture is the web client which displays the
information. Many commonly used web clients are internet browsers such
as Chrome, Firefox, and Internet Explorer. The other part of the two-tier
architecture is the web server which provides information to the client.
The commonly used web servers are Apache and IIS. This information
may be stored with the web server or storage connected to it, directly or
indirectly. At the client end small information such as cookies related to
session information, user information or temporary transaction
information may be stored.
The third tier is the Common Gateway Interface (CGI) which is a set of
standards that defines how a dynamic document is written, how data are
input to the program and how the output result is used. CGI allows
programmers to use any of several languages such as C, C++, Bourne
shell, C Shell, Tcl or Perl. The web server interacts with the CGI to
provide dynamic content.

Fig: A 2-tier and 3-tier architecture
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Before we proceed, it is important to understand three basic concepts –
HyperText Markup Language (HTML), Uniform Resource Identifier
(URI) and HyperText Transfer Protocol (HTTP).

3.3.1 Hyper Text Markup Language (HTML)
HTML is a language for encoding document content. HTML has evolved
out of Standard Generalized Markup Language (SGML). SGML was
approved in 1986 as a standard which specifies a meta-language for
defining document markup systems through an SGML Document Type
Definition (DTD) which specifies valid tag names and element attributes.
The tags are hierarchical and structured. HTML was approved as a
standard in 1995 with its HTML 2.0 specification. HTML 3.0 was
published as a W3C recommendation in 1997 while HTML 4.0 was also
published in the same year. HTML 5.0 was published as a working draft
by the W3C in 2008. The HTML tags normally coming pairs like <head>
and </head>. The browser does not display the HTML tag but interprets
the content within the tag based on the tag. Browsers can refer to
Cascading Style Sheets (CSS) to interpret the appearance and layout of the
content within the tags.
3.3.2 Uniform Resource Identifier

A client that wants to access any web page on the internet needs the web
address. To access a document over the internet, HTTP uses locators. The
Uniform Resource Locator (URL) is standard for specifying the web
address, based on network location. Uniform Resource Locator (URL) is
subset of Uniform Resource Identifier (URI). The identifier may specify
either the location of resource (as a URL) or may specify its name (as a
URN, i.e. Uniform Resource Namespace) independent of location of the
resource. Therefore a URI could be URL or a URN.
These days the term URL is more commonly used in place of URI. The
URL defines four things: protocol, host computer, port and path, for
example http:://www.usou.ac.in:81/example.html. The protocol (http in
example) is the client/server program used to retrieve the document.
Common protocols which can retrieve a document are FTP and HTTP.
The host (UOU.ac.in) is the computer on which the information is located.
The URL can optionally contain the port number (default is port 80 in
example it is 81) of the server; it is inserted between the host and the path
and it is separated by a colon. Path is the pathname of the file
(example.html) where the information is located. The path can itself
contain directories, subdirectories and files.
Odisha State Open University

Page 40

3.3.3 Hyper Text Transfer Protocol (HTTP)

While HTML is used to encode document content, HyperText Transfer
Protocol (HTTP) is used to transmit or access data over the web. The
HTTP protocol functions as a combination of FTP and SMTP. The HTTP
uses only one TCP connection (without separate control connection) on
port 80. HTTP messages are read and interpreted by the HTTP server and
HTTP client (browser). The client sends an HTTP request to the server
while the server sends an HTTP response to the client. Although HTTP
uses the services of TCP, HTTP itself is a stateless protocol, i.e. each
HTTP request is unrelated to any previous HTTP request as the server is
not required to retain session information. Readers are advised to refer
http://www.w3.org/Protocols/ for details on HTTP protocols.
3.3.4 Attacks on Applications

Web completely changed the way organizations look, feel and work.
Common web applications include ecommerce websites, webmail, online
retail sales, online auctions, wikis and others. Majority of websites,
including those considered most business critical, are vulnerable to
attacks. Web applications are accessible openly on web thereby making it
more prone to attack. Web Developers are not well versed with security
issues because of which the applications are prone to vulnerabilities.
Today every web user even from non-IT background is a content
developer for the websites. Technologies like Ajax, RSS make web more
creative place but also increased the attack surface. Attack surface
expanded with the dawn of new web technologies.
Attacks on web applications refer to threat at the application-level.
Therefore, when we use a hardware firewall or an Intrusion Detection
System for network security, it does not mean that we are protecting
against attacks on web applications. In web application security we are
talking about securing:
 the code in the web application
 the backend systems
 the web and application servers
 the users
3.3.4.1 The Open Web Application Security Project (OWASP)
The Open Web Application Security Project (OWASP) is a not-for-profit
charitable organization focused on improving the security of software.
Mission of OWASP is to make software security visible, so that
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individuals and organizations worldwide can make informed decisions
about true software security risks. The OWASP Top Ten is a powerful
awareness document for web application security and represents a broad
consensus about what the most critical web application security flaws are.
Error! Reference source not found. The below table shows the OWASP
top ten web application security flaws2013.
Table: OWASP TOP Ten 2013
Sr.
Category
1
A1-Injection

2

3

4

5

Description
Injection flaws, such as SQL, OS, and LDAP
injection occur when un-trusted data is sent to an
interpreter as part of a command or query. The
attacker’s hostile data can trick the interpreter into
executing unintended commands or accessing data
without proper authorization.
A2-Broken
Application functions related to authentication and
Authentication session management are often not implemented
and
Session correctly, allowing attackers to compromise
Management
passwords, keys, session tokens, or to exploit other
implementation flaws to assume other users’
identities.
A3-Cross-Site XSS flaws occur whenever an application takes unScripting
trusted data and sends it to a web browser without
(XSS)
proper validation or escaping. XSS allows attackers
to execute scripts in the victim’s browser which can
hijack user sessions, deface web sites, or redirect
the user to malicious sites.
A4-Insecure
A direct object reference occurs when a developer
Direct Object exposes a reference to an internal implementation
References
object, such as a file, directory, or database key.
Without an access control check or other protection,
attackers can manipulate these references to access
unauthorized data.
A5-Security
Good security requires having a secure
Misconfiguration defined and deployed for the
configuration
application, frameworks, application server, web
server, database server, and platform. Secure
settings should be defined, implemented, and
maintained, as defaults are often insecure.
Additionally, software should be kept up to date
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6

7

8

9

10

A6-Sensitive
Many web applications do not properly protect
Data Exposure sensitive data, such as credit cards, tax IDs, and
authentication credentials. Attackers may steal or
modify such weakly protected data to conduct
credit card fraud, identity theft, or other crimes.
Sensitive data deserves extra protection such as
encryption at rest or in transit, as well as special
precautions when exchanged with the browser.
A7-Missing
Most web applications verify function level access
Function
rights before making that functionality visible in the
Level Access UI. However, applications need to perform the
Control
same access control checks on the server when each
function is accessed. If requests are not verified,
attackers will be able to forge requests in order to
access functionality without proper authorization.
A8-Cross-Site A CSRF attack forces a logged-on victim’s browser
Request
to send a forged HTTP request, including the
Forgery
victim’s session cookie and any other automatically
(CSRF)
included authentication information, to a vulnerable
web application. This allows the attacker to force
the victim’s browser to generate requests the
vulnerable application thinks are legitimate requests
from the victim
A9-Using
Components, such as libraries, frameworks, and
Components
other software modules, almost always run with full
with Known privileges. If a vulnerable component is exploited,
Vulnerabilities such an attack can facilitate serious data loss or
server takeover. Applications using components
with known vulnerabilities may undermine
application defenses and enable a range of possible
attacks and impacts.
A10Web applications frequently redirect and forward
Unvalidated
users to other pages and websites, and use unRedirects and trusted data to determine the destination pages.
Forwards
Without proper validation, attackers can redirect
victims to phishing or malware sites, or use
forwards to access unauthorized pages.
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3.3.5 Demonstration of Impact of XSS Vulnerability
Cross-site scripting (XSS) enables attackers to inject client-side script like
JavaScript into web pages viewed by the users/visitors of web-application.
Using this attacker can include his own code into the browser of users of
vulnerable web-application.
Two common types of XSS vulnerabilities are:
i. Reflected (attack string not stored persistently in web-application)
ii. Stored cross-site scripting (attack string is stored in database of the
web-application).
Stored or persistent XSS is more severe type as all the users of website
will get impacted. No input validation or weak input validation, when
accepting data from the user and improper output coding, when reflecting
data back to the user is reason for the XSS vulnerability. Pie-chart in
Figure below reveals that XSS is having the highest percent in webapplication vulnerabilities followed by SQL injection.

Percent of vulnerabilities out of total number of vulnerabilities (% Vulns
ALL) (Source: WASC25)
3.3.6 The Browser Exploitation Framework (BeEF)

BeEF is short for The Browser Exploitation Framework26. It is a
penetration testing tool that focuses on the web browser. Amid growing
concerns about web-borne attacks against clients, including mobile clients,
BeEF allows the professional penetration tester to assess the actual
security posture of a target environment by using client-side attack
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vectors. Unlike other security frameworks, BeEF looks past the hardened
network perimeter and client system, and examines exploitability within
the context of the one open door i.e. the web browser. BeEF will hook one
or more web browsers and use them as beachheads for launching directed
command modules and further attacks against the system from within the
browser context.
The Browser Exploitation Framework (BeEF) is a security tool that can be
used to hook the browser of the client/victim machine by executing Cross
Site Scripting (XSS) through vulnerable web-application, to further
conduct the attack on the client system. BeEF can be used to demonstrate
impact magnitude of the XSS attack. BeEF provides command and control
facility to control and launch attack on the zombie browsers/system.
Zombie browser can also be used to launch further attacks like key
logging and port scanning.

3.4 Vulnerabilities in Malicious File Upload and Web shells






Abusing file upload is widely exploited flaw in web application.
Web shell code, a preferred choice for attacker creates a backdoor
on vulnerable web server accessible via the web browser and
provides functionalities such as system command execution and
file access. Webshells access which typically allows complete
control of the system and lead to malicious activities like
defacement, phishing, espionage, malware distribution and
Command & Control hosting post-exploitation of the webapplications by attacker.

Perimeter security devices like firewalls, IPS/IDS and anti-virus
applications are ineffective in detecting web shells if either the
webshell is a customized program developed by attacker for
particular malicious purpose or attacker is using some kind of
obfuscation techniques in the webshells. Analysis of web-intrusion
incidents, involving webshell upload, reveals the methodologies
adopted by the attackers for uploading the webshells and common
vulnerabilities exploited. Web-intrusions can be classified broad
categories of vulnerabilities exploited by attackers for uploading
the web shells to the vulnerable web-application.

Abuse of file upload functionality: In this category of
vulnerabilities file-upload functionality is provided by the webapplication, which is abused by the attacker to upload the
malicious file.

Odisha State Open University

Page 45





Insecure web server configurations: Attacker exploits the
configuration and deployment errors like Web DAV enabled on
production environment, Vulnerable Content Management System
(CMS), Vulnerable Plug-ins installed with web-server or CMS like
online file editors.
Other Web-application vulnerabilities: Web-application
vulnerabilities like SQL Injection, File Inclusion and others are
used by attacker to upload webshell on the server to maintain
persistent access.

3.5 Why Secure your Browser?

The popular web browsers that are installed on almost all computers are
Microsoft Internet Explorer, Mozilla Firefox, and Apple Safari. Because
web browsers are used so frequently, it is vital to configure them securely.
Often, the web browser that comes with an operating system is not set up
in a secure default configuration. Not securing your web browser can lead
to a variety of computer problems caused by anything from spyware being
installed without your knowledge to intruders taking control of your
computer.
There is an increasing threat from software attacks that take advantage of
vulnerable web browsers. We have observed new software vulnerabilities
being exploited and directed at web browsers through use of compromised
or malicious websites. This problem is made worse by a number of
factors, including the following:








Many users have a tendency to click on links without considering the
risks of their actions.
Web page addresses can be disguised or take you to an unexpected
site.
Many web browsers are configured to provide increased
functionality at the cost of decreased security.
New security vulnerabilities are often discovered after the software is
configured and packaged by the manufacturer.
Computer systems and software packages may be bundled
with additional software, which increases the number of
vulnerabilities that may be attacked.
Third-party software may not have a mechanism for receiving
security updates.
Many websites require that users enable certain features or install
more software, putting the computer at additional risk.
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Many users do not know how to configure their web browsers
securely.
Many users are unwilling to enable or disable functionality as
required to secure their web browser.

As a result, exploiting vulnerabilities in web browsers has become a
popular way for attackers to compromise computer systems.

3.6 Features and Risks of Web Browsers

It is important to understand the functionality and features of the web
browser you use. Enabling some web browser features may lower security.
Vendors often enable features by default to improve the computing
experience, but these features may end up increasing the risk to the
computer.
Attackers focus on exploiting client-side systems (your computer) through
various vulnerabilities. They use these vulnerabilities to take control of
your computer, steal your information, destroy your files, and use your
computer to attack other computers. A low-cost method attacker’s use is to
exploit vulnerabilities in web browsers.

An attacker can create a malicious web page that will
install Trojan software or spyware that will steal your information. Rather
than actively targeting and attacking vulnerable systems, a malicious
website can passively compromise systems as the site is visited. A
malicious HTML document can also be emailed to victims. In these cases,
the act of opening the email or attachment can compromise the system.
Some specific web browser features and associated risks are briefly
described below. Understanding what different features do will help
you understand how they affect your web browser's functionality and the
security of your computer.
ActiveX is a technology used by Microsoft Internet Explorer on Microsoft
Windows systems. ActiveX allows applications or parts of applications to
be utilized by the web browser. A web page can use ActiveX components
that may already reside on a Windows system, or a site may provide the
component as a downloadable object. This gives extra functionality to
traditional web browsing, but may also introduce more severe
vulnerabilities if not properly implemented.

Java is an object-oriented programming language that can be used to
develop active content for websites. A Java Virtual Machine, or JVM, is
used to execute the Java code, or “applet (link is external),” provided by
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the website. Some operating systems come with a JVM, while others
require a JVM to be installed before Java can be used. Java applets are
operating system independent.
Java applets usually execute within a “sandbox” where the interaction with
the rest of the system is limited. However, various implementations of the
JVM contain vulnerabilities that allow an applet to bypass these
restrictions. Signed Java applets can also bypass sandbox restrictions, but
they generally prompt the user before they can execute

Plug-ins are the applications intended for use in the web browser.
Netscape has developed the NPAPI standard for developing plug-ins, but
this standard is used by multiple web browsers, including Mozilla Firefox
and Safari. Plug-ins are similar to ActiveX controls but cannot be executed
outside of a web browser. Adobe Flash is an example of an application
that is available as a plug-in.

Plug-ins can contain programming flaws such as buffer overflows, or they
may contain design flaws such as cross-domain violations, which arises
when the same origin policy is not followed.
Cookies are files placed on your system to store data for specific websites.
A cookie can contain any information that a website is designed to place
in it. Cookies may contain information about the sites you visited, or may
even contain credentials for accessing the site. Cookies are designed to be
readable only by the website that created the cookie. Session cookies are
cleared when the browser is closed, and persistent cookies will remain on
the computer until the specified expiration date is reached.
Cookies can be used to uniquely identify visitors of a website, which some
people consider a violation of privacy. If a website uses cookies for
authentication, then an attacker may be able to acquire unauthorized
access to that site by obtaining the cookie. Persistent cookies pose a higher
risk than session cookies because they remain on the computer longer.
JavaScript, also known as ECMAScript, is a scripting language that is
used to make websites more interactive. There are specifications in the
JavaScript standard that restrict certain features such as accessing local
files.

VBScript is another scripting language that is unique to Microsoft
Windows Internet Explorer. VBScript is similar to JavaScript, but it is not
as widely used in websites because of limited compatibility with other
browsers.
The ability to run a scripting language such as JavaScript or VBScript
allows web page authors to add a significant amount of features and
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interactivity to a web page. However, this same capability can be abused
by attackers. The default configuration for most web browsers enables
scripting support, which can introduce multiple vulnerabilities, such as the
following:
Cross-Site Scripting

Cross-Site Scripting, often referred to as XSS, is vulnerability in a website
that permits an attacker to leverage the trust relationship that you have
with that site.
Cross-Zone and Cross-Domain Vulnerabilities

Most web browsers employ security models to prevent script in a website
from accessing data in a different domain. These security models are
primarily based on the Netscape
Detection Evasion

Anti-virus, Intrusion Detection Systems (IDS), and Intrusion Prevention
Systems (IPS) generally work by looking for specific patterns in content.
If a “known bad” pattern is detected, then the appropriate actions can take
place to protect the user. However, because of the dynamic nature of
programming languages, scripting in web pages can be used to evade such
protective systems.

3.7 How to secure your Web Browser

Some software features that provide functionality to a web browser, such
as ActiveX, Java, Scripting (JavaScript, VBScript, etc.), may also
introduce vulnerabilities to the computer system. These vulnerabilities
may stem from poor implementation, poor design, or an insecure
configuration. For these reasons, you should understand which browsers
support which features and the risks they could introduce. Some web
browsers permit you to fully disable the use of these technologies, while
others may permit you to enable features on a per-site basis.
This section provides links that show you how to securely configure a few
of the most popular web browsers and how to disable features that can
cause vulnerabilities. We encourage you to visit the vendor's website for
each browser you use to learn more. If a vendor does not provide
documentation on how to secure the browser, we encourage you to contact
the vendor and request more information.
Multiple web browsers may be installed on your computer. Other software
applications on your computer, such as email clients or document viewers,
may use a different browser than the one you normally use to access the
web. Also, certain file types may be configured to open with a different
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web browser. Using one web browser to manually interact with websites
does not mean other applications will automatically use the same browser.
For this reason, it is important to securely configure each web browser that
may be installed on your computer. One advantage to having multiple web
browsers is that one browser can be used for only sensitive activities such
as online banking, and the other can be used for general purpose web
browsing. Using multiple browsers can minimize the chances that
vulnerability in a particular web browser, website, or related software can
be used to compromise sensitive information.
Web browsers are frequently updated. Depending on the version of your
software, the features and options may move or change.
Microsoft Internet Explorer

Microsoft Internet Explorer (IE) is a web browser integrated into the
Microsoft Windows operating system. For up-to-date information on
security
and
privacy
settings
for
Internet
Explorer,
visit http://windows.microsoft.com/en-us/internet-explorer/ie-securityprivacy-settings(link is external).
Mozilla Firefox

Mozilla Firefox is a popular third-party browser for Windows, Mac, and
Linux. To learn how to keep your information safe and secure with
Firefox's private browsing, password features and other security settings,
visit https://support.mozilla.org/en-US/products/firefox/privacy-andsecurity.
Apple Safari

Apple Safari is installed on its line of computers, tables, and phones. For
information on the Safari’s security settings on Apple devices,
visit https://support.apple.com/en-us/HT201265. For information on Safari
installed on computers, visit http://help.apple.com/safari/mac/8.0/ and
select “Privacy and security” on the menu.
Google Chrome

In 2012, Google Chrome became the most widely used browser
worldwide, according to Stat Counter and other sources. For more
information on Chrome’s security, safety and reporting features,
visit https://support.google.com/chrome#topic=3421433 and select the
options displayed under the topic.
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Other Browsers
Other web browsers may have similar options to those described above.
Please refer to each browser's documentation to determine which options
are available and how to make the necessary changes. For example, the
links below show where to find security information for two other web
browsers:




Opera
 Security
badges: http://help.opera.com/opera/Windows/1857/en/private.
html#badges(link is external)
 Web
preferences: http://help.opera.com/opera/Windows/1857/en/con
trolPages.html#content(link is external)
Chromium
 Security
information: https://www.chromium.org/Home/chromiumsecurity

3.8 How to keep your Computer Secure

In addition to selecting and securing your web browser, you can take
measures to increase protection to your computer in general. The
following are steps and links to information resources that will help you
secure your computer.
A. Read the Home Network Security document

Source:http://www.usar.army.mil/Portals/98/Documents/Slicksheet_BestPracti
cesForKeepingYourHomeNetworkSecure.pdf

B. Enable automatic software updates if available

Vendors will usually release patches for their software when
vulnerability has been discovered. Most product documentation offers a
method to get updates and patches. You should be able to obtain
updates from the vendor's website. Read the manuals or browse the
vendor's website for more information.
Some applications will automatically check for available updates, and
many vendors offer automatic notification of updates via a mailing list.
Look on your vendor's website for information about automatic
notification. If no mailing list or other automated notification
mechanism is offered, you may need to check the vendor's website
periodically for updates.
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C. Install and use antivirus software

While an up-to-date antivirus software package cannot protect against
all malicious code, for most users it remains the best first-line of
defense against malicious code attacks. Many antivirus packages
support automatic updates of virus definitions. We recommend using
these automatic updates when available. A list of virus basics is
available on the CERT/CC website.

D. Avoid unsafe behavior



Use caution when opening email attachments or when using peerto-peer file sharing, instant messaging, or chat rooms.
Don't enable file sharing on network interfaces exposed directly to
the Internet.

E. Follow the principle of least privilege — don't enable it if you don't
need it

Consider creating and using an account with limited privileges instead
of an 'administrator' or 'root' level account for everyday tasks.
Depending on the operating system, you only need to use administrator
level access when installing new software, changing system
configurations, etc. Many vulnerability exploits (e.g., viruses, Trojan
horses) are executed with the privileges of the user that runs them —
making it far more risky to be logged in as an administrator all the time.

3.9 Let us Sum Up

Internet security is a matter of great concern for internet users. It is
becoming increasingly popular for attackers to compromise computers
through vulnerable web browsers. An insecure web browser can lead to
spyware being installed on your computer without your knowledge,
attackers taking control of your computer, stealing your information, or
even using your computer to attack other computers.
The set-up configuration for many web browsers is not secure by default.
These settings are especially important if you use your browser to access
campus business systems, or if you use your browser to access, send or
receive sensitive information.

A secure website creates a safe connection between the website and the
web browser so that entered data, such as personal information, credit card
details, banking information, etc, is not accessible to unauthorized entities.

It is important to know if a website is secure or not while surfing the
internet.
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When the browser opens a secured connection, "https" can be seen in the
URL instead of just http. To know if a website is secure or not, look for
the locked yellow colored padlock symbol on the lower right corner of the
browser window.
In this unit we discussed about the web-browser, threats to web
applications and web browsers. We have also discussed and the techniques
to secure your web browser and some tips to secure your computer as a
whole.

3.10 Self Assessment Questions

1. What do you mean by browser security?
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
2. How web browsers can be breached?
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
3. Name the risks involved with different features of web browsers?

………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
4. Why do you secure your Web Browser?

………………………………………………………………………………
………………………………………………………………………………
………………………………………………………………………………
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………………………………………………………………………………
………………………………………………………………………………

3.11 Model Questions
1. What are the top 10 attacks identified by the Open Web
Application Security Project (OWASP)?
2. How can you make sure that your web browser is secured?
3. How can you keep your Computer Secure?
4. Write a note on malicious file upload.

3.12 References & Further Readings
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4.0 Introduction
E-commerce Security is a part of the Information Security framework and
is specifically applied to the components that affect e-commerce that
include Computer Security, Data security and other wider realms of the
Information Security framework. E-commerce security has its own
particular nuances and is one of the highest visible security components
that affect the end user through their daily payment interaction with
business. E-commerce security is the protection of e-commerce assets
from unauthorized access, use, alteration, or destruction. Dimensions of ecommerce
security-Integrity,
Non-repudiation,
Authenticity,
Confidentiality, Privacy, Availability. E-Commerce offers the banking
industry great opportunity, but also creates a set of new risks and
vulnerability such as security threats. Information security, therefore, is an
essential management and technical requirement for any efficient and
effective Payment transaction activities over the internet. Still, its
definition is a complex endeavor due to the constant technological and
business change and requires a coordinated match of algorithm and
technical solutions.

4.1 Learning Objectives

After reading this unit, you will be able to:






Understand the scope of e-commerce crime and security problems.
Describe the key dimensions of e-commerce security.
Identify the key security threats in the e-commerce environment.
Describe how technology helps protect the security of messages
sent over the Internet.
Identify the protocols and applications used to establish secure
Internet communications channels, and protect networks, servers,
and clients.

4.2 Basics of E-Commerce

“E-commerce is based on the electronic processing and transmission of
data. It encompasses many diverse activities including electronic trading
of goods and services, on-line delivery of digital content, electronic fund
transfer, electronic share trading, public procurement.”
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The success or failure of an e-commerce operation hinges on myriad
factors, including but not limited to the business model, the team, the
customers, the investors, the product, and the security of data
transmissions and storage. Data security has taken on heightened
importance since a series of high-profile "cracker" attacks have humbled
popular Web sites, resulted in the impersonation of Microsoft employees
for the purposes of digital certification, and the misuse of credit card
numbers of customers at business-to-consumer e-commerce destinations.
Security is on the mind of every e-commerce entrepreneur who solicits,
stores, or communicates any information that may be sensitive if lost. An
arms race is underway: technologists are building new security measures
while others are working to crack the security systems. One of the most
effective means of ensuring data security and integrity is encryption.
4.1 E- Payment Systems
E-commerce sites use electronic payment, where electronic payment refers
to paperless monetary transactions. Electronic payment has revolutionized
the business processing by reducing the paperwork, transaction costs, and
labor cost. Being user friendly and less time-consuming than manual
processing, it helps business organization to expand its market
reach/expansion. Some of the modes of electronic payments are Credit
Card, Debit Card, Smart Card, E-Money, Electronic Fund Transfer (EFT)
etc.

4.3 Benefits and limitations of E-Commerce

Online shopping is extremely beneficial to the customers and sellers alike.
It allows buyers and sellers to meet and conduct transactions from any
corner of the globe. It adds to the transparency and convenience of doing
business, and creates a level playing field. Customers now obtain
extensive and detailed knowledge of the product or the nature of services
at the fingertips, and can undertake a real-time comparative price study
before finalizing the purchase. The support systems such as online,
banking and brokerage services ensure security, and easy tracking.
The major advantages of E-commerce systems are summarized as follows.


E-commerce helps organizations to reduce the cost to create
process, distribute, retrieve and manage the information by
digitizing.
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E-commerce improves the brand image of the company.
E-commerce helps organizations to provide better customer
service.
E-commerce helps to simplify the business processes and makes
them faster and efficient. E-commerce reduces the paper work.
E-commerce increases the productivity of organizations. It
supports "pull" type supply management. In "pull" type supply
management, a business process starts when a request comes from
a customer and it uses just-intime manufacturing way.
It provides 24x7 support. Customers can enquire about a product
or service and place orders anytime, anywhere from any location.
E-commerce application provides users with more options and
quicker delivery of products.
E-commerce application provides users with more options to
compare and select the cheaper and better options. A customer can
put review comments about a product and can see what others are
buying, or see the review comments of other customers before
making a final purchase.
E-commerce provides options of virtual auctions.
It provides readily available information. A customer can see the
relevant detailed information within seconds, rather than waiting
for days or weeks. E-Commerce increases the competition among
organizations and as a result, organizations provide substantial
discounts to customer.
Customers need not travel to shop a product, thus less traffic on
road and low air pollution. E-commerce helps in reducing the cost
of products, so less affluent people can also afford the products. Ecommerce has enabled rural areas to access services and products,
which are otherwise not available to them.
E-commerce helps the government to deliver public services such
as healthcare, education, social services at a reduced cost and in an
improved manner.
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With such many benefits of e-commerce, the major limitations of ecommerce are as follows:



There can be lack of system security, reliability or standards owing
to poor implementation of e-commerce.
Special types of web servers or other software might be required
by the vendor, setting the e-commerce environment apart from
network servers.

Among all the major potential challenges to E-commerce, the security
threats are vital and crucial.

4.4 E-Commerce Security

E-commerce security is the protection of e-commerce assets from
unauthorized access, use, alteration as well as destruction.
•

•

Security is a crucial feature
–
–

Most transactions take place in a fully automated way

Restricted data are transmitted through a public network

Users must be sure that their money will not be lost or stolen.

4.4.1 Purpose of E-Commerce Security

1. Integrity: prevention against unauthorized data modification. It

ensures info has not been tampered with. Is implemented by
message digest or hashing

2. Non-repudiation: prevention against any one party on agreement
after the fact. It means not to deny a sale or purchase Implemented
with digital signatures.

3. Authenticity: authentication of data source. It is for ensuring that
someone is who he or she claims to be is implemented with digital
Signature.

4. Confidentiality: protection against unauthorized data disclosure.
Confidentiality is provided by encryption /decryption.

5. Privacy: provision of data control and disclosure.

6. Availability: prevention against data delays or removal.
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7. Access Control: It governs what resources a user may access on
the system. It uses valid IDs and passwords.

4.5 E-Commerce Security Threats

Now a day’s E-commerce threats are very common. Anyone with the
capability, opportunity, and intent to do harm other can perform it without
any fear. Potential threats can be foreign or domestic, internal or external,
state-sponsored or a single rogue element. The potential people those may
create threats may be Terrorists, insiders, disgruntled employees and
hackers.
People using the internet for commercial transactions always remain at
risk of their confidential information such as passwords, and credit card
details stolen and their cash siphoned off, or their identity hijacked to
undertake criminal activities. Hackers use various techniques such as spear
phishing attacks, click jacking, brute force attacks and more to extract
personal user information for their nefarious ends.
Mainly three types of security threats are seen. These include denial of
service, –unauthorized access, and –theft and fraud.
Denial of Service (DOS)
Two primary types of DOS attacks that disrupt the resources are
spamming and viruses.
Spamming –Sending unsolicited commercial emails to individuals –Email bombing caused by a hacker targeting one computer or network, and
sending thousands of email messages to it. –Surfing involves hackers
placing software agents onto a third-party system and setting it off to send
requests to an intended target.
Viruses: These are self-replicating computer programs designed to
perform unwanted events.
Worms: These are special viruses that spread using direct Internet
connections.
Trojan Horses: disguised as legitimate software and trick users into
running the program Security (unauthorized access) and illegally access to
systems, applications or data
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Passive unauthorized access –listening to communications channel for
finding secrets. –May use content for damaging purposes
Active unauthorized access –Modifying system or data –Message stream
modification
Changes intent of messages, e.g., to abort or delay a negotiation on a
contract
Masquerading or spoofing –sending a message that appears to be from
someone else.
Impersonating another user at the ―name (changing the ―From field) or
IP levels (changing the source and/or destination IP address of packets in
the network)
 Sniffers–software that illegally access data traversing across the
network. •Software and operating systems‘security holes Security
(theft and fraud) •Data theft already discussed under the
unauthorized access section
 Fraud occurs when the stolen data is used or modified.
 Theft of software via illegal copying from company‘s servers.


Theft of hardware, specifically laptops.

4.6 Types of E-Commerce Authentication

Electronic authentication, also referred to as e-authentication is the
process of establishing confidence in user identities electronically
presented to an information system. In online environments, the username
identifies the user, while the password authenticates that the user is who
he claim to be. E-authentication presents a technical challenge when this
process involves the remote authentication of individual people over a
network, for the purpose of electronic government and commerce. The
following are some of the authentication techniques.




One-time password/Single sign on - It is process where a user‘s
password and information is used for logon and then, becomes
invalid after a set time.
Two-factor authentication - This requires two forms of
authentication before access can be granted to a user.
Multi-factor authentication - Multi-factor authentication requires
that the user uses a user id, password combined with any other
form of authentication method as smartcard or biometric. Using
this method decreases the likelihood that an unauthorized person
can compromise your electronic security system, but it also
increases the cost of maintaining that system.
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Electronic access card/Smart card - Smart cards are credit cardsized plastic cards that house an embedded integrated circuit. They
can be used in electronic commerce for providing personal
security, stored value and mobility. At the functional level, smart
cards can be categorized as either memory cards or microprocessor
cards. Memory cards, such as disposable pre-paid payphone cards
or loyalty card, are the cheapest form of smart card. They contain a
small amount of memory in the form of ROM (read only memory)
and EEPROM (electrically erasable programmable read only
memory). Microprocessor cards are more advanced than simple
memory cards in that they contain a microprocessor CPU (central
processing unit) and RAM (random access memory) in addition to
ROM and EEPROM. The ROM contains the card's operating
system and factory-loaded applications.
Security token - It is an authentication device that has been
assigned to a specific user by an appropriate administrator‖. It uses
what the user has such as, Passport, driver‘s license etc. to identify
them. ―Most security tokens also incorporate two-factor
authentication methods to work effectively‖.
Keystroke dynamics - It is an automated form of authentication
based on something the user does. It authenticates the user based
keyboard typing pattern.
Biometric - Biometric based systems enable the automatic
identification and/or authentication of individuals. Authentication
answers the question: "Am I who I claim to be"? The system
verifies the identity of the person by processing biometric data,
which refers to the person who asks and takes a yes/no decision
(1:1 comparison). On the other hand, identification answers to the
question: "Who am I?". The system recognizes the individual who
asks by distinguishing him from other persons whose biometric
data is also stored in the database. In this case the system takes a lof-n decision, and answers that the person who asks is X, if her/his
biometric data is stored in the database or that there is no match at
all. Although the identification function should be regarded as
distinct from authentication from an application perspective, often
systems using biometrics integrate both identification and
authentication functions, since the former is a repetitive execution
of the latter.
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4.7 How to Minimize Security Threats?
Certain steps that have to be followed to minimize security threats are as
follows.
1.
2.

3.
4.
5.

Perform a risk assessment i.e. prepare a list of information assets and
their value to the firm
Develop a security policy i.e a written statement should be created
which deals with
 What assets to protect from whom?
 Why these assets are being protected?
 Who is responsible for what protection?
 Which behaviors are acceptable and unacceptable?
Develop an implementation plan i.e. a set of action steps to achieve
security goals
Create a security organization i.e. a unit to administer the security
policy
Perform a security audit i.e. a routine review of access logs and
evaluation of security procedures.

4.8 Making E-Commerce Secure

E-commerce may be the way ahead but it needs to be secure that
customers will make transaction with confidence with challenge.
Your e-commerce website is your electronic shop. To make the most of it,
you want it to be open 24 hours a day, seven days a week (24*7). But you
also want people to use it and the key is to give people a sense of security.
The ultimate truth is using an E-commerce web site is no more or no less
secure than using a telephone and people no longer balk at handing over
their credit card details over the phone. However, although it is mainly a
matter of educating people to understand and to make everything as
secure as possible at all times which is a necessity.

4.9 E-Commerce Security Applications

As with e-mail applications, several protocols, standards, and applications
have been developed to provide security for Internet communications and
E-Commerce transactions. Some of them are as follows.
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4.9.1 Secure Electronic Transaction (SET)

Secure Electronic Transaction (SET) is a communications protocol
standard for securing credit card transactions over insecure networks,

specifically, the Internet. SET was not itself a payment system, but rather
a set of security protocols and formats that enabled users to employ the

existing credit card payment infrastructure on an open network in a secure
fashion. However, it failed to gain attraction in the market. VISA now
promotes the 3-D secure scheme.

The Secure Electronic Transaction (SET) specification was developed by
MasterCard and Visa to provide secure e-commerce transactions by
implementing

authentication

mechanisms

while

protecting

the

confidentiality and integrity of cardholder data. SET defines the following
features:

 Confidentiality (using DES)

 Integrity (using digital signatures and RSA asymmetric system)

 Cardholder authentication (using digital signatures and X.509
digital certificates)

 Merchant authentication (using digital signatures and X.509
digital certificates)

 Interoperability
manufacturers)

(between

different

hardware

and

software

SET utilizes dual signatures by allowing two pieces of data to be linked

and sent to two different entities. SET never won favour in the
marketplace and has fallen into disuse.
4.9.1.1 How SET Works

Both cardholders and merchants must register with CA (certificate
authority) first, before they can buy or sell on the Internet, which we will
talk about later. Once registration is done, cardholder and merchant can
start to do transactions, which involve 9 basic steps in this protocol, which
is simplified.
1. Customer browses website and decides on what to purchase
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2. Customer sends order and payment information, which includes 2 parts
in one message:
a. Purchase Order – this part is for merchant
b. Card Information – this part is for merchant’s bank only.
3. Merchant forwards card information (part b) to their bank
4. Merchant’s bank checks with Issuer for payment authorization
5. Issuer sends authorization to Merchant’s bank
6. Merchant’s bank send authorization to merchant
7. Merchant completes the order and sends confirmation to the customer
8. Merchant captures the transaction from their bank
9. Issuer prints credit card bill (invoice) to customer

4.9.2 Dual Signature

An important innovation introduced in SET is the dual signature. The
purpose of the dual signature is to link two messages that are intended for
two different recipients. In this case, the customer wants to send the order
information (OI) to the merchant and the payment information (PI) to the
bank. The merchant does not need to know the customer's credit-card
number, and the bank does not need to know the details of the customer's
order. The customer is afforded extra protection in terms of privacy by
keeping these two items separate. However, the two items must be linked
in a way that can be used to resolve disputes if necessary. The link is
needed so that the customer can prove that this payment is intended for
this order and not for some other goods or service. The message digest
(MD) of the OI and the PI are independently calculated by the customer.
The dual signature is the encrypted MD (with the customer's secret key) of
the concatenated MD's of PI and OI. The dual signature is sent to both the
merchant and the bank.
The protocol arranges for the merchant to see the MD of the PI without
seeing the PI itself, and the bank sees the MD of the OI but not the OI
itself. The dual signature can be verified using the MD of the OI or PI. It
doesn't require the OI or PI itself. Its MD does not reveal the content of
the OI or PI, and thus privacy is preserved.

4.9.3 Secure Sockets Layer (SSL)/Transport Layer Security
(TLS)

Transport Layer Security (TLS) and its predecessor, Secure Sockets Layer
(SSL), both of which are frequently referred to as 'SSL', are cryptographic
protocols designed to provide communications security over a computer
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network. Several versions of the protocols are in widespread use in
applications such as web browsing, email, Internet faxing, instant
messaging, and voice-over-IP (VoIP). Major web sites (including Google,
YouTube, Facebook and many others) use TLS to secure all
communications between their servers and web browsers.
The primary goal of the TLS protocol is to provide privacy and data
integrity between two communicating computer applications. When
secured by TLS, connections between a client (e.g. a web browser) and a
server (e.g. wikipedia.org) will have one or more of the following
properties:
The connection is private because symmetric cryptography is used to
encrypt the data transmitted. The keys for this symmetric encryption are
generated uniquely for each connection and are based on a secret
negotiated at the start of the session (see Handshake Protocol). The server
and client negotiate the details of which encryption algorithm and
cryptographic keys to use before the first byte of data is transmitted. The
negotiation of a shared secret is both secure (the negotiated secret is
unavailable to eavesdroppers and cannot be obtained, even by an attacker
who places himself in the middle of the connection) and reliable (no
attacker can modify the communications during the negotiation without
being detected).
The identity of the communicating parties can be authenticated using
public key cryptography. This authentication can be made optional, but is
generally required for at least one of the parties (typically the server).
The connection is reliable because each message transmitted includes a
message integrity check using a message authentication code to prevent
undetected loss or alteration of the data during transmission.

4.9.4 Secure Hypertext Transfer Protocol (S-HTTP)

HTTPS (also called HTTP over TLS, HTTP over SSL and HTTP Secure)
is a protocol for secure communication over a computer network which is
widely used on the Internet. HTTPS consists of communication over
Hypertext Transfer Protocol (HTTP) within a connection encrypted by
Transport Layer Security or its predecessor, Secure Sockets Layer. The
main motivation for HTTPS is authentication of the visited website and
protection of the privacy and integrity of the exchanged data.
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In its popular deployment on the internet, HTTPS provides authentication
of the website and associated web server with which one is
communicating, which protects against man-in-the middle attacks.
Additionally, it provides bidirectional encryption of communications
between a client and server, which protects against eavesdropping and
tampering with and/or forging the contents of the communication. In
practice, this provides a reasonable guarantee that one is communicating
with precisely the website that one intended to communicate with (as
opposed to an impostor), as well as ensuring that the contents of
communications between the user and site cannot be read or forged by any
third party.
The HTTPS uniform resource identifier (URI) scheme has identical syntax
to the standard HTTP scheme, aside from its scheme token. However,
HTTPS signals the browser to use an added encryption layer of SSL/TLS

to protect the traffic. SSL/TLS is especially suited for HTTP since it can
provide some protection even if only one side of the communication is

authenticated. This is the case with HTTP transactions over the Internet,
where typically only the server is authenticated (by the client examining
the server's certificate).

4.10 Let us Sum Up
E-Commerce or Electronics Commerce is a methodology of modern
business, which addresses the requirements of business organizations. It
can be broadly defined as the process of buying or selling of goods or
services using an electronic medium such as the Internet.
Security is an essential part of any transaction that takes place over the
internet. Customers will lose his/her faith in e-business if its security is
compromised. The essential requirements for safe e-payments/transactions
are Confidentiality Integrity Availability Authenticity Non-Reputability
Audit ability. Major security measures to ensure e-commerce security
include the following:
Encryption: Sender’s machine of the information encrypts the data using
a secret code and only the specified receiver’s machine can decrypt the
data using the same or a different secret code.
Odisha State Open University

Page 67

Digital Signature -Digital signature ensures the authenticity of the
information. A digital signature is an e-signature authenticated through
encryption and password.
Security Certificates: Security certificate is a unique digital id used to
verify the identity of an individual website or user.

4.11 Self Assessment Questions

1. What do you mean by e-commerce? What are the advantages and
disadvantages of e-commerce?

………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
……………………………………………………………………..

2. Name the types of Ecommerce Authentication techniques.

………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

3. How to Minimize Security Threats?
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………

4. What are the E-Commerce Security Applications
………………………………………………………………………
………………………………………………………………………
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………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
……………………………………………………………………..

5. Write short notes on Secure Hypertext Transfer Protocol (SHTTP).
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
………………………………………………………………………
……………………………………………………………………..

4.12 Model Questions
1.
2.
3.
4.
5.

What are different threats to E-Commerce security?
Name the types of Ecommerce Authentication techniques.
How can you make your E-Commerce transactions Secured?
Discuss the working of Secure Electronic Transaction (SET)
Write Brief notes on Secure Sockets Layer (SSL)
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Answer to Self Assessment questions (Unit-1)
1. What do you mean by E-Mail? What are the pros and Cons of
E-Mail?

Electronic mail, or email, is a method of exchanging digital
messages between people using digital devices such as computers
and mobile phones.

Users read, compose, send, and store their e-mail using mail
clients. Mail is formatted and sent from the mail client via the
network infrastructure to a mail server. The mail server is the
computer that delivers, forwards, and stores e-mail messages. All
components-the mail servers, the mail clients, and the
infrastructure that connects and supports them-must be protected .
Pros

 It is universal. Everyone can have an email address, and can
send a message from any email provider to any email provider.
 You can send a single message to a large group of people.

 It provides a written record. Messages can be centrally stored
and archived, and the history of replies or forwards can be
maintained.

Cons

• It is slow. “Slow” is a relative term, since email messages are
delivered to the other side of the world in a matter of
minutes—perhaps seconds.
• It is filled with spam’s and spoofing mails and virus and other
malwares.
• It is a primary means of spreading malware. Whether it is a
link to a malicious website, or an infected file attachment,
email is the preferred method of propagating malware attacks .

2. List the protocols involved in E-Mail and mention their uses in
brief.
Three protocols are mainly used for today’s email:
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a) SMTP that operates over TCP allows for the sending/receiving
of email.

b) POP that operates over TCP allows us to intermittently
retrieve email.
c) DNS operates over and makes it simple.

3. What is S/MIME? Write the functions of S/MIME.

S/MIME (Secure/Multipurpose Internet Mail Extensions) is a
standard for public key encryption and signing of MIME data.
S/MIME provides the following cryptographic security services for
electronic messaging applications:







Authentication
Message integrity
Non-repudiation of origin (using digital signatures)
Privacy
Data security (using encryption)

4. Discuss different threats to E-Mail security.

Email security is threatened by a range of issues. Malicious software
is one which frequently spread via e-mail over the Internet. Email also has some original threats of its own, including virus, spam,
spoofing, and phishing attacks.
a) Viruses - One of the highest risks of all the issues is viruses.
Viruses are so dangerous because they work on destroying data, and
bringing down entire mail systems.
b) Spamming - Sending of unsolicited and commercial bulk message
over the internet is known as spamming. It unnecessarily consumes a
lot of resources and causes disruption.
c) Social engineering

A common social engineering attack is e-mail spoofing, in which one
person or program successfully masquerades as another by falsifying
the sender information shown in e-mails to hide the true origin.
d) Email spoofing -Email spoofing is the creation of email messages
with a forged sender address. It is a process of changing the header
information of an e-mail so that its original source is not identified
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and it appears to an individual at the receiving end that the email has
been originated from source other than the original source.

Answer to self assessment questions (Unit-2)
1. What do you mean by web application security?
Web applications are unfortunately prone to high security risks, and so are
the networks to which web servers are connected. Risks created by
employee use or misuse of network resources, your web server and the
website encounter most serious sources of security risks. So, Web
application security is a mechanism deals specifically with security of
websites, web applications and web services to protect data and resources.
2. What are different web application security attacks?
The common attacks on web applications include Cross Site Scripting
(XSS) Attacks, Forced browsing attack URL Access vulnerability,
Username enumeration, Remote code execution, Format String,
Vulnerabilities, SQL Injection attack etc.
3. What is the use of One-Time Passwords?

A one-time password (OTP) is a password that is valid for only one login
session or transaction, on a computer system or other digital device.
One-Time passwords algorithms generate a one-time password with a
shared secret and either the current time or a counter:
One-Time Password (OTP) Authentication products generate highly
secure one-time passwords ensuring that only properly authenticated users
are authorized access to critical applications and data.
4. What do you mean by SQL Injection?

SQL injection is a type of web application security vulnerability in which
an attacker is able to submit a database SQL command that is executed by a
web application, exposing the back-end database. A SQL injection attack
can occur when a web application utilizes user-supplied data without proper
validation or encoding as part of a command or query.
SQL injection allows an attacker to create, read, update, alter or delete data
stored in the back-end database. In its most common form, a SQL injection
attack gives access to sensitive information such as social security numbers,
credit card numbers or other financial data.
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Answer to self assessment questions (Unit-3)
1. What do you mean by browser security?
Browser security is the application of Internet security to web browsers in
order to protect networked data and computer systems from breaches of
privacy or malware. Security exploits can also take advantage of
vulnerabilities (security holes) that are commonly exploited in all
browsers.
2. How web browsers can be breached?
Web browsers can be breached in one or more of the following ways:
 Operating system is breached and privacy is reading/modifying the
browser memory space in privilege mode.
 Operating system has a privacy and running as a background
process which is reading/modifying the browser memory space in
privileged mode.
 Main browser executable can be hacked.
 Browser components may be hacked.
 Browser plug-in can be hacked.
 Browser network communications could be intercepted outside the
machine
3. Name the risks involved with different features of web browsers?
Some specific web browser features and associated risks are as follows..

ActiveX is a technology used by Microsoft Internet Explorer on Microsoft
Windows systems. This gives extra functionality to traditional web
browsing, but may also introduce more severe vulnerabilities if not
properly implemented.

Plug-ins are the applications intended for use in the web browser. Plug-ins
can contain programming flaws such as buffer overflows, or they may
contain design flaws such as cross-domain violations, which arises when
the same origin policy is not followed.
Cookies are files placed on your system to store data for specific websites.
Cookies can be used to uniquely identify visitors of a website, which some
people consider a violation of privacy. If a website uses cookies for
authentication, then an attacker may be able to acquire unauthorized
access to that site by obtaining the cookie..

Script languages: The ability to run a scripting language such as
JavaScript or VBScript allows web page authors to add a significant
amount of features and interactivity to a web page. However, this same
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capability can be abused by attackers. The default configuration for most
web browsers enables scripting support, which can introduce multiple
vulnerabilities, such as Cross-Site Scripting, Cross-Zone and CrossDomain Vulnerabilities, Detection Evasion by Anti-virus, Intrusion
Detection Systems (IDS), and Intrusion Prevention Systems (IPS).
4. Why do you configure your Web Browser securely?
Because web browsers are used so frequently, it is vital to configure them
securely. Not securing your web browser can lead to a variety of computer
problems caused by spyware, Virus and other malware.

There is an increasing threat from software attacks that take advantage of
vulnerable web browsers. The web browsers are also compromised by
malicious websites.
These problems arise because of the following factors:










Many users have a tendency to click on links without considering the
risks of their actions.
Web page addresses can be disguised or take you to an unexpected
site.
Many web browsers are configured to provide increased
functionality at the cost of decreased security.
New security vulnerabilities are often discovered after the software is
configured and packaged by the manufacturer.
Computer systems and software packages may be bundled
with additional software, which increases the number of
vulnerabilities that may be attacked.
Third-party software may not have a mechanism for receiving
security updates.
Many websites require that users enable certain features or install
more software, putting the computer at additional risk.
Many users do not know how to configure their web browsers
securely.
Many users are unwilling to enable or disable functionality as
required to secure their web browser.

As a result, exploiting vulnerabilities in web browsers has become a
popular way for attackers to compromise computer systems.
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Answer to self assessment questions (Unit-4)
1. What do you mean by e-commerce? What are the advantages
and disadvantages of e-commerce?

“E-commerce is based on the electronic processing and
transmission of data. It encompasses many diverse activities
including electronic trading of goods and services, on-line delivery
of digital content, electronic fund transfer, electronic share trading,
public procurement.”
E-commerce applications such as online shopping are extremely
beneficial to the customers and sellers alike.
The major advantages of E-commerce systems are as follows.
 E-commerce helps organizations to reduce the cost to create
process, distribute, retrieve and manage the information by
digitizing.
 E-commerce improves the brand image of the company.
 E-commerce helps to simplify the business processes and
makes them faster and efficient. E-commerce reduces the
paper work.
 It provides 24x7 supports. Customers can enquire about a
product or service and place orders anytime, anywhere from
any location.
 E-commerce application provides users with more options and
quicker delivery of products.
 E-commerce provides options of virtual auctions.
 It provides readily available information. A customer can see
the relevant detailed information within seconds.
 Customers need not travel to shop a product.
 E-commerce helps the government to deliver public services
such as healthcare, education, social services at a reduced cost
and in an improved manner.
Limitations of e-commerce are as follows:
 There can be lack of system security, reliability or standards
owing to poor implementation of e-commerce.
 Special types of web servers or other software might be
required by the vendor, setting the e-commerce environment
apart from network servers.
Odisha State Open University

Page 76



Among all the major potential challenges to E-commerce, the
security threats are vital and crucial
2. Name the types of E-commerce Authentication techniques.
The following are some of the authentication techniques.
a) One-time password/Single sign on - It is process where a user‘s
password and information is used for logon and then, becomes
invalid after a set time.

b) Two-factor authentication - This requires two forms of
authentication before access can be granted to a user.

c) Multi-factor authentication - Multi-factor authentication requires
that the user uses a user id, password combined with any other
form of authentication method as smartcard or biometric.
d) Electronic access card/Smart card - Smart cards are credit cards
can be used in electronic commerce for providing personal
security, stored value and mobility.
e) Security token - It is an authentication device that has been
assigned to a specific user by an appropriate administrator. It uses
what the user has such as, Passport, driver‘s license etc. to identify
them.
f) Keystroke dynamics - It is an automated form of authentication
based on something the user does. It authenticates the user based
keyboard typing pattern.
g) Biometric - Biometric based systems enable the automatic
identification and/or authentication of individuals. Authentication
answers the question: "Am I who I claim to be"? The system
verifies the identity of the person by processing biometric data,
which refers to the person who asks and takes a yes/no decision
(1:1 comparison).
3. How to Minimize Security Threats?
The steps are followed to minimize security threats are as follows.
1. Perform a risk assessment i.e. prepare a list of information assets and
their value to the firm
2. Develop a security policy i.e. a written statement should be created
which deals with
 What assets to protect from whom?
 Why these assets are being protected?
 Who is responsible for what protection?
 Which behaviors are acceptable and unacceptable?
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3. Develop an implementation plan i.e. a set of action steps to achieve
security goals
4. Create a security organization i.e. a unit to administer the security
policy
5. Perform a security audit i.e. a routine review of access logs and
evaluation of security procedures.

4. What are the E-Commerce Security Applications?

Several protocols, standards, and applications have been developed to
provide security for Internet communications and E-Commerce
transactions. Some of them are as follows.

a) Secure Electronic Transaction (SET) is a communications protocol
standard for securing credit card transactions over insecure
networks, specifically, the Internet.

b) Dual Signature: An important innovation introduced in SET is the
dual signature. The purpose of the dual signature is to link two
messages that are intended for two different recipients.

c) Secure Sockets Layer (SSL)/Transport Layer Security (TLS):

Transport Layer Security (TLS) and its predecessor, Secure
Sockets Layer (SSL), both of which are frequently referred to as
'SSL',

are

cryptographic

protocols

designed

to

provide

communications security over a computer network. Several

versions of the protocols are in widespread use in applications such
as web browsing, email, Internet faxing, instant messaging, and
voice-over-IP (VoIP). Major web sites (including Google,
YouTube, Facebook and many others) use TLS to secure all
communications between their servers and web browsers.

6. Write short notes on Secure Hypertext Transfer Protocol (SHTTP).
HTTPS (also called HTTP over TLS, HTTP over SSL and HTTP

Secure) is a protocol for secure communication over a computer

network which is widely used on the Internet. HTTPS consists of
communication over Hypertext Transfer Protocol (HTTP) within a
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connection encrypted by Transport Layer Security or its

predecessor, Secure Sockets Layer. The main motivation for
HTTPS is authentication of the visited website and protection of
the privacy and integrity of the exchanged data.
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