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1.0 Introduction

Data communication technology deals with the means and methods
of data transfer &m one location to another. The developments of
computing and communication technology lead to the evolution of
computer networks.

Computer network is an interconnection obmputers that are
geographically distributed, but connectecsutha manneto emable
exchangeof information among them. The main objective dzfta
communication andcomputer network is sharing ofesources
(hardware and softwardjetween any two devices or person in the
world.

It this unit we will introduee theconceptf data commnication and
computer networks.

1.1 Objectives

After completion of the unit, you should be able to:

=

Understandhe meaning andonceptof data comunication
Know the characteristics and components of data communication
system.

Know different forms of d@ and their representation
Identifyand differentiatelata communication modes

List the topologies used setting networks

Compare the pros and cons of different topologies.
Analyze various topologies and apply it in the application
Define a computenetwork, identify the categories afomputer
networksand differentiate their characteristics.

Understand the concepts of protocols and standards.
Know different stadard organizations in communications

=4 =4 4 A4 - 1 =

= =4

1.2 Data and Information

Data refers toa collectionof raw factsand figures thatan be stored and
transmitted. Datacan becomeinformation after being processed
Information enables us to take decisionth the context of data
communication we refer data that is transmitted in the form of message.
The me&sage can be in the form of text, images, audio, vided b&se

data are encoded in to electromagnetic signals for transmission over a
physical medium.
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1.3 Data Communication

Data @mmunication ighe transfer oflata or informatiorfrom a source

to a destination The sender at the source transmits the data and the
receiver receives the data at the destinatiogitdnsfer ofdata in the form

of messagés done between two devices over a transmission meium
known asa data communication system whichs@ involves some
hardware and software. The hardware part involves the sender and
receiver devices and the intermediate devices through whichdksage

is transmittedlhe software part involves certamles that guide data
communication iscalled as grotocol. The following section describes
the fundamental characteristics aflata communication process and is

followed by the components that make up a data communications system.

1.31 Characteristics of Data Communication

The effectiveness of any datammunications system depends upon the
following four fundamental characteristics:

Delivery: The data should be delivered to the correctdestination and
correct user.

Accuracy: The communication system should deliver the dataaccurately,
without introducingany errors. The data may get corrupted during
transmission affecting the accuracy of the delivered data.

Timeliness Audio and Video data has to be delivered in atimely manner
without any delay; such a data delivery is called real time transmission of
dat.

Jitter: It is the variation in the packet arrival time. Uneven Jittermay
affect the timeliness of data being transmitted.

1.3.Zomponents of Data Communicatio®ystem

A Data Communication system has five components as shown in the
diagram below:

Rule 1: Rule 1:
Rule 2: Rule 2:
u'e Protocol Protocol Hie
Rule n: Rule n:
——  Message —>

Sender i Medium Receiveri

Comporents of a Data Communication System
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1. Message
Message is the information to be communicated by the sender to the
receiver.

2. Sender
The sender is any device that is capable of sending the data (message).
3. Receiver
The receiver is a device that the senderta/ém communicate the data
(message).

4. Transmission Mediun
It is the path by which the message travels from sender to receiver.

5. Protocol
A protocol is a set of rules that governs data communication. It is an
agreed upon set or rules used by the sender raceiver to
communicate data.

1.4 Data Representation

Data is collection of raw facts which is processed to produce information.
There may be different forms in which data may be represented

1.4.1 Types of data

Some of the forms of datihat are usedh data conmunicationare as
follows:

Text

Text includes combination of alphabets in small case as well as upper
case.lt is stored as a pattern of bits. Prevalent encegstgm:ASCII,
Unicode

Numbers

Numbers include combination of digits from 0 to 9.lt is stoesda
pattern of bits. Prevalent encoding system: ASCII, Unicode

Images

An image is worth a thousand words. In computers images are digitally
stored. A Pixel is the smallest element of an image. To put it in simple
terms, a picture or image is a matrixpafel elements.

Audio

Data can also be in the form audio which can be recorded and
broadcasted. Example: What we hear on the radio is a source of data or
information. Audio data is continuous, not discrete.

Video

Video refers to broadcasting of datafanm of movingpicturealong with
audio.
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1.4.2Analog and Digital data

Data to be transmitted, data must be transformed in to electromagnetic
signals. Electromagnetic signals can be either analog or digital.
Accordingly data can be classified as analog digital data.

Analog data refersto information that is represented in continuouswave
forms. For example sound produced by human voice. When a person
sings a song an analog wave is created in air. If that voice is captured by
a microphone and converted o analog signal and transmitted through
analog medium omodulated to a digital signal.

Digital data refers to data that has discrete states. Digital data take on
discrete set of values.

For example data stored in a computer in the form of Os and tlsatha

be converted in to digital signal or modulated in to an analog signal for
transmission across a medium.

1.5 Data Transmission Modes

Two devices are said to be communicating with each other if they are
able to send and receive data. Each device dassaa sender agell as a
receiver. The datow between the te devices can be irinsplex, half
duplex and full dplexmodes.

Tranzmission Mode
l " l
Simplex Half Duplex Full Duplex

Data Transmission Modes

1. Simplex

In Simplex, communication is unidirectional. Only one of the devices sends
the data and the other one only recsitree data. Example: A CPU sends

data while a monitor only receives data.

2. Half Duplex

In half duplex both the stations can transmit as well as receive but not at the
same time.

When one device is sending other can only receive andversa (as shown

in figure above.)

Example: A walkietalkie.
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3. Full Duplex
In Full duplex mode, both stations can transmit and receive at the same time.
Example: mobile phones

Direction of data

Y

-

Monitor

Mainframe

a. Simplex

Direction of data at time 1

Station i < Station i

Direction of data at time 2

b. Half-duplex

Direction of data all the time
Station i Station i

c. Full-duplex

Data Transmission Modes

1.6 Computer Networks

A Computernetwork is an interconnectedltection of autonomous
computers and other devices that use a common network language to
share resources send data to and receive data from each other over a
network media

The computers are said to be interconnected if they are able to exchange
information.

Eachcomputerin the network is regarded asdes. A node caalsobe

any device capable of transmitting or receiving data. The communicating
nodes have to be connected by communication links.

A computer networks a setup for the purpose of shariegources. The

most common resource shared today is connection to the Internet. Other
shared resources can include a printer or a file server.

1.6.1Need of Computer Networks

The important motivationor a computer network include the following.

a) Sharingof resources such as printers and expensive software and
databases.

b) Serves asommunication mediéor long distance communication

¢) Provideshigh reliabilityand availability of data and information
among the users of the network.

d) Provides economyof data stgeaand communication

e) Scalable to accommodate increasing number of users
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f) Offers @ntralized administration
g) Connects people, buildingsd organization

1.6.2Components of a network

Following are some of theayor components of eemputer network.
(i) Computes or work stations
(i) Servers such as File Servers, Print Servers, Database Sscovers
(i) Printers, Faxes
(iv) Interconnecting devices such as switches, hubs, routers, bridges,
gateways etc
(v) Connectors, cablésoaxial, twisted pair or fiber optic)
(vi) A Network Interface CardNIC) in each computer
(vii) Network Operating Systems

Advantages of Computer Networks

Following are some of the advantages of a commégvork

a) Increased Speed Network provides a fastest medium of data
communication

b) Reduced Cost It reduces thestorage and maintenance and data
transfer cost per unit.

¢) Improved Security: It is now possible to protect the programs
and files from illegal access.

d) Centralized Administration: A centralized server can store the
i mportant soft war edcesessdomnypsere.vi de contr ol |

€) Flexible Access It is possible for the authorized user to access
their files from any computer connected in the network.

Disadvantages of Computer Networks

Major disadvantages af computer network ass follows

a) High cost of instllation: The initial cost of installation of a
computer network is high.

b) Maintenance cost:It requires proper and careful administration
and maintenance by specialized technical person.

c) Failure of Server: If the file server goes down then the entire
netwak comes to stand still.

d) Cable fault: The computers in the network are connected with
the help of cables. If the backbone cable fails it causes the entire
network failure.
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1.6.3Network Criteria

The most important criteria for a network to be efficienet@erformance
reliability and security.
Performance
Performance of a network can be measured in many ways including
transit time and response time.
Transit time is the amount of time required to transmit a message from
one device to the other.
Responsdime is the time elapsed between a request and response.
Performance of a network can be ensured by achieving higher throughput
and smaller delay times.Performance of a netalsddepends omther
factorsincludingthe following.

(i) Number of users

(i) Type of tansmission medium

(iif)Networkhardware and software.

Reliability

Reliability of a network depends on accuracy, frequency of failure, the
time it takes to recover from failure and robustriess catastrophe.

A compute networkis said to be reliable if it pvide higher level of
accuracy, less frequency of failure, less recovery time and robust to
catastrophic failure.

Security

Network Securityssues include protecting data from unauthorized
access; virus and different types of attacks to access network
resouces.Thenetwork protocols provide security mechanisms to ensure
protection of data from unauthorized access. A good network is protected
from virus by specifically designed hardware and software.

1.7 Network Topology

The termtopology, or more specifiddy, network topology refers to the
arrangement or physical layout of computers, cables, and other
components on the network.

A network is consisting of two or more devices connected to each other
through connecting links. The devices in the networklmnonnected in

two ways.

() Pointto-point connection

(i) Multi-point connection
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(i) Point-to-point connection
A point-to-point connection provides a dedicated link between two
devices. The entireapability of the link igeserved for transmission
between thesevo devices.

(ii)Multi -point connection
Multipoint connectiomrmore than two devices share a single link. The
capability of the link is shared among all users.

1.7.1Types of topology

The topology of a network is the geometric representation of the
relationshp of all the links connecting the devices (nodds3ually
networktopologies are of following type

1. Bus topology

2. Star topology

3. Ring topology

4. Mesh topology

1. Bus topology

Bus network is a oneable topology n which all workstations are
connected to a sjte cableg(Linear Bus)that is terminated at each end.

All nodes (file servers, work stations and peripherals) are connected to
the main cable by drop lines and caBgnals are broadcasted td al
stations, but stations only act on the frames addressdteno. All
workstations hear all transmissions on the cable, but select those
messages addressed on that particular workstation.

File Server [—3

2 28

Nodes

Bus Topology
Advantages

1 Initial setupof a linear bus is easy.

Easy to connect a computer or peripheral devices.

More reliable from hardware point of view.

Easyto extend sinc@ewnodes can beasily connected as the
workloadgrows.

= =4 =
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1 Coverage area can be increased by using repeaters.
Disadvantages

1 The primary disadvantage is that a break in the cable affects the
entireLAN.

1 Fault diagnosis is difficult since detection of fault may have tobe
performed frommanypoints.

1 The nodes must be intelligent for working of the protocols.

1 Terminators are required at both ends of the backbone cable.

2. Star Topology

In a star network edn workstation is connected to a singientral
controller called the hub or a switchr a concentrator using separate
cable.Data on a star network passes through the central controller before
reaching at its destination. The cent@ntroller managesll the
functions of the network. It acts as a repetdethedata flow.

Advantages

Easy to install and ware.

It takes less cable than the mesh networks.

A link failure does not affect the entire network.

Nodes can be added and renmbwéthout affectinghe network.
Easy to detect faul@nd remove parts

= =4 =4 4

b

trator/Hu

Star Topology
Disadvantages
1 Requires more cable than the bus topology
9 If the central controller fails the entire network fails.
9 Limited number of nodes can be installed in the network
1 Moreexpensive than linear bus topologies because of the cost
of the hubs or concentrator.
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3. Ring Topology

A ring network is a closed loop of cableEach workstation is
connected to two other workstationsedhat precedes it and one that
succeeds it, forming loop or ring. Data is sent from workstation to
workstation around the ring in the same direction, passing through
workstations until it reaches its destination. Each workstation acts as
a repeater, resending the message to the next workstation. The
respamse time of a ring is determined by the number of workstations,
i.e. the more workstations, the slower the LAN.

Advantages

1 Ring topology uses less cabling.
1 Performs better than star topology under heavy network load

Disadvantages

1 The main disadvantags that a cable break between devices
affects the entire LAN

1 The ring topology usuallyfdemands higher implementation
costbecause the token ring network adopter cards are more
costly than the Ethernet cards.

... 8 T,
o gu)
— J-j] r.
= i

Ring Topology
4. Mesh Topology

In a mesh topology, each computer is connected to every other
computer by dedicated poitd point link. A fully connected
mesh network has nx {h) cable links to connect n devices. So
each node or device must havel{rconnectiorpoints.

Advantages

1 Use of dettated link eliminates the traffic problem
1 Easy to detect fault and isolate fault
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1 Robust since failure of one link does not affect other.
1 Provides security and privacy

Mesh Topology

Disadvantages

1 This configuration provides redundant paths throughthe
network

1 These networks are expensive to install because they use a lot of
cabling.

1 Number of input/output port is too high.

1.7.3 Comparison of network topologies

Topology Use Pros Cons
Bus Central logical | § Ease of initial |{ Cable breaks affect
topology for setup the entire network
Ethernet 1 Low
implementation
costs
Star Central 1 Cable break 9 Excessive cable
physical usually affects cost due to distance
topology for only one factor
various logical workstation

implementation| § Workstations
can be added
easily, without
affecting the
entire network

Ring Central logical |  Uses less 7 Cable breaks
topology for cabling between devices or
Token node failureaffect
Ring and FDDI the entire network
1 Higher
implementation cost
Mesh Pointto-Point 9 Uses more 1 Robust
topology cabling
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1.8 Categories of Networks

Networks are categorized on the basis of tiggiographical coverage
The three basic categories of computer netwbdsed on the coverage
distanceareexplained as follows

1.8.1 Local Area Networks (LAN)

These are small computer networks that are confined to a locakzed

It could be a network inside an office on one of the floor of a building or
a LAN could be a network consisting of the computers in an entire
building.

'

T /‘“kstaﬁ""
ySZZSSCSC N

Q’@

workstation

Printer

work=station work=station workstation

The main purpose ad LAN is resources sharirs in the above figure

the work stations of a LAN can share the files in the server and share the
printer. These are privately owned networks controlled and managed by the
single organization or person. They use the connectidthnologies,
primarily Ethernet and Token Ring.

1.8.2 Metropolitan Area Network (MAN)

A MAN connects multiple geographically nearbyAlNs to one another
within a citiesor ametropolis

Metropolitan Area Network
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The typicalsize of MAN lies betweethe sizeof LANs andWANS.

A MAN is made from switches and routers connected to one another with
high speed linksusually fiber optic cablesThus a MAN lets two remote
nodes communicate as if they were part of the same local area network.

1.8.3 Wide Area Network (WAN)

As the name impliesWAN spans largegeographically spreadarea.

A WAN in comparisonis not restricted to dimited geographical
location, although it might be confined within the bounds of a state or
country.

For example,ie network inthe entire statef Odishacould be a WAN A
WAN is a geographically dispersed collection of LAM network device
called a Router or a Gateway connects a LAN to a WAN. The router
maintains the addressof LANsand WANS.

Wide Area Network

A WAN may beowned bya caporation or apublic organizationand
accessible to the public. The technologjfers high speeddata
communication andelatively expensive. Thimternetis an example of a
worldwide public WAN
1.8.4 Performance @mparisons ofLAN and WAN
Performances of a pycal LAN and a WAN are summarized in the
following table.

Table: Comparison of LAN and WAN

Category LAN WAN

Definition LAN is a computet WAN is a computel
network covering a sma network that covers

geographic area like |large geographical are
home, office, institutions such as a state, countri
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or a group of buildings.

and continents.

Ownership | Complete ownership by | Not owned by any singl
single organization or | organization, rather exig
person under distributed

ownership.

Setup cost | Setup cost is lower i Initial setup cost is high.
comparison.

Data LANs have high dat§ WANs have lower dat;

Transfer rate| transfer rate transfer rate.

Error rate LANs provide low errorf WANs provide high errol

rates

rate

Maintenance

Maintenane of a LAN is
easy and cheaper.

Maintenance of a WAN i
difficult and costly.

Technology

LANs primarily  use
Ethernet, Token Ring.

WAN technologieg
include X.25 ATM and

Frame Relay

1.9 Protocols

A Protocol is defined as a set of rules that goveata dommunications.

It is one of themportantcomponents of a data communications system.

A networkprotocol defines what is to be communicated, how it is to be
communicated and when it is to be communicatéd include
mechanisms for devices to identifnd make connections with each
other as well as the rules that specify how data are packaged in to
messages sent and received.

When the sender sends a message it may consist of text, number, images,
etc. which are converted into bits and grouped into Ksloto be
transmitted and often certain additional information called control
information is also added to help the receiver interpret the data.

1.9.1 Elements of a Protocol

There are three key elements of a protocol:
1. Syntax

It means the structure or foat of the data.

It is the arrangement of data in a particular order.

2. Semantics

It tells the meaning of each section of bits and indicates the interpretation
of each section.

It also tells what action/decision is to be taken based on the
interpretation
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3. Timing
It tells the sender about the readiness of the receiver to receive the data

It tells the sender at what rate the data should be sent to the receiver to
avoid overwhelming the receiver.

1.10 Standards in retworking

Standards are necessary in netirgg to ensure interconnectivity and
interoperability between various networking hardware and software
components.

Without standards we would have proprietary products creating isolated
islands of users which cannot interconnect.

1.10.1 Concept of Standrd

Standards provide guideés to product manufacturersyendors
government agencies and other service providers to ensure national as
well asinternational interconnectivitgnd communication
Data communications standards are classified into tvegosaes:
1. De facto Standard
These are the standards that have been traditionally used andoynean
fact or by convention
These standards are not approved by any organized body but are adopted
by widespread use.
These standards established originally mnanufacturers that seek to
define the functionality of a new product or technology.
2. De jure standard
It means bylaw or by regulation. These standards are legislated and
approved by body that is officially recognized.
1.102 Standard Organizationsin field of Networking
Standards are created by standards creat@mnmittees,forums, and
government regulatory agencies.
Examples of Standard Creation Committees:

1. International Organization for Standardization (ISO)

2. International Telecommunications Idn i Telecommunications

Standard (ITUT)

3. American National Standards Institute (ANSI)

4. Institute of Electrical & Electronics Engineers (IEEE)

5. Electronic Industries Associates (EIA)
Examples of Forums

1. ATM Forum& ATM Consortium

2. Frame Relay Forum

3. Intemet Engineering Task Force(IETF)
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Examples of Regulatory Agencies:

Federal Communications Committee (FCiS)the government
regulatory body in U.S for all communication technology.

1.11Key terms & Concepts

T

Data communicationis the transfer of data or mfmation from

a source to a destination.

Data communication systemis made up of hardware and
software that ensures transmission of data in an accurate and
timely manner.

Data flow between the two devices can be in simplex, half duplex
and full duplex mode

Computer Network is an interconnection ofautonomous
computers and other devices that use a common network
language to shatée networkresources

Topology of a network describes the layout or appearance of a
network that is how the computers, cabbs] other components
are connected

LAN is a data communication system within abuilding, or
campus or between nearby building

MAN is a data communication system covgrian area of the
entire town or city

WAN is adata communication systegpanning stategountries

or the whole world.

Protocol is a set of rules that govern data communication; the key
elements of a protocol are syntax,semantosl timing.

Standards are necessary to ensure that products from different
manufacturers can work togethereagected.

1.12 Self Assessment Questions

1.12.1Short answer type questions

1.

O N A WD

What are the characteristics of data communication?

List out five components of data communications system.
What arethe three modes of data transmis8ion

Definea computer network.

What are the network performance criteria?

Define transit time and response time

Differentiate half duplex and full duplex communication.
Suggest two points to improve the performance of network
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9. What are the two ways in which devices in a network loan
connected?

10. What is the basic purpose of settuqgalL AN ?

11. Suppose we have to add new nodes to the network, then which is
the best suited topology and why?

12. What is the main drawback of a star topology?

13. If n numbers of devices to be connected, how maableclinks
are required for a mesh, ring, and star topology?

14. What do you mean by reliability of a computer network?

15. What are different categories of standards?

16. 1.12.2Long answer typequestions

1. Draw the block diagram for the data communication system.
Explain eachof its componers.

2. What are the basimetwork topologie® Write the features,
advantages and disadvantagéStar and Bus topology

3. Differentiate between thewo categories of networkAN and
WAN.

4. What is a protocol?hat are the key element§ a protocol?
Why is it necessarfor data communications?

5. Why standards are needed? What are two categories of standards?
Name five standard organizations in the field of data
communication and netwks.
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2.0 Introduction

Data communication can take place between two devices if they agree to a
sd of common rules called protocol. Protocols guide the interconnection
between two heterogeneous elements of a large network and the standards
are needed for interoperability of different elements of data communication
between two parties. A network refaoe model, therefore, defines
standards for the communicating hosts. The operation of a computer network
is guided by the network reference models. This unit gives the understanding
in working of the most important OSI and TCP/IP reference model.

2.1 Objedives

At the end of this unit, you will be able to:

Understand the need for network reference models

Identify the benefits of layered architecture of the network models.
List seven layers of the OSI reference model

Know the working of OSI layers and thakervices.

List the functions and responsibilities of the layers of OSI model
Know the working of TCP/IP layers and their services.

List the functions and responsibilities of the layers of TCP/IP model
Summarize the roles of OSI layers and compare wist ti TCP/IP
layers.

= =4 4 -4 48 8 8 9

2.2 Network Model

A network model is a design of a computer network that includes the
hardware, software, access methods and protocols. A Network model
provides only a conceptual framework for communications between
computers. It tymally has a layered structure.

2.2.1 Layered Architecture of Network Model

The communication between two parties in a computer network involves a
layered structure and each corresponding layers have similar functions at the
both sender and receivers andarticular common language is used for
conversation called protocol.

Benefits of Layered Architecture

The layering architecture provides the following benefits
1 Layer architecture simplifies the network design.
1 It is easy to debug network applications
1 Thenetwork management is easier due to the layered architecture.
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9 Network layers follow a set of rules, called protocol.
1 The protocol defines the format of the data being exchanged, and the
control and timing for the handshake between layers

Layered Task

The main objective of a computer network is to be able to transfer the data
from sender to receiver. This task can be done by breaking it into small sub
tasks, each of which is well defined. Each subtask will have its own process
or processes to do and wilk& specific inputs and give specific outputs to
the subtask before or after it. In more technical terms we can call these sub
tasks as layers. In general, every task or job can be done by dividing it into
sub task or layers.

To explain the need for layeg and a&common language called protocols for
communication between two parti@s network architecturewe take an
analogy in our daily life. Consider two friends who communicate through
postal mail in a step by step mannéfe depict the following picter to
explain the scenario.

Sender Receiver
F 1 rF

i i
| |

The letter is written, The letter is picked up,
put in an envelope, and Higher layers removed from the
dropped in a mailbox. envelope, and read.
The letter is carried The letter is carried
from the mailbox Middle layers from the post office
to a post office. to the mailbox.
The letter is delivered The letter is delivered
to a carrier by the post Lower layers from the carrier
office. to the post office.

_

The parcel is carried from
the source to the destination.

Example of Layered Task

2.3 Open Systems Interconnection (OSI) Reference Model

1 The model was developed by the International Organisation for
Standardisation (ISO) in 1984. It is now considered the primary
architectural moddbr intercomputer communications.

1 The model is a descriptive network scheme. It ensures greater
compatibility and interoperability between various types of network
technologies.
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9 It describes how information or data makes its way from application
programnes through a network medium to another application
programme located on another network.

1 The model divides the problem of moving information between computers
over a network medium into seven smaller and more manageable
problems.

2.3.1 Seven Layers of OSViodel

It is a hierarchical model that groups its processes into layers. It has 7 layers

as in the following figureWe use the mnemonics of the initial letters to

remember the seven | ayers of the OSI mo d el
Do Not Take Seriousy Pecul i ar Anal ogieso and #AAII Pec
Data Processiny

Analogies 7 Application All

Peculiar 6 Presentation people
Seriously | s Session Seem
Take 4 Transport To

Not 3 Network Need

Do 2 Data link Data
Please 1 Physical Processing

Seven layers of OSI Model

1 The OSI Reference Miel is composed of seven layers, each specifying
particular network functions.

1 Each layer provides a service to the layer above it in the protocol
specification. The lower 4 layers (transport, network, data link and
physicald Layers 4, 3, 2, and 1) arera®erned with the flow of data
from end to end through the network.

1 The upper four layers of the OSI model (application, presentation and
sessiod Layers 7, 6 and 5) are orientated more towards services to the
applications.

The lower two OSI model layers erimplemented with hardware and

software. The upper five are generally implemented only in software.
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2.3.2 Communications & Interfaces

For communication to occur, each layer in the sending device adds its own
information to the message it receives from ldyer just above it and passes

the whole package to the layer just below it. Each layer in the receiving
device removes the information added at the corresponding layer and sends
the obtained data to the layer above it.

Every Layer has its own dedicatiahction or services and is different from

the function of the other layers. On every sending device, each layer calls
upon theservice offered by the layer below it. On every receiving device,
each layer calls upon the service offered by the layer aboBetween two
devices, the layers at corresponding levels communicate with each other .i.e
layer 2 at receiving end can communicate and understand data from layer 2
of sending end. This is called pé¢o 1 peer communication.

For this communication tbe possible between every two adjacent layers
there is an interface. An interface defines the service that a layer must
provide. Every layer has an interface to the layer above and below it.

The following figure depicts communication between machinespee&o-

peer process using protocols appropriate to a given layer and the interfaces
between layers.

Device Device
A

Intermediate Intermediate
node node

< <

Peer-to-peer protocol (7th layer)

7 Application @ fj€-—-—-——-—""-""-""-"""""-“"“"-"-"-"—"—-"——"————— Application 7
7-6 interface 7-6 interface
Peer-to-peer protocol (6th layer)

6 Presentation € —-—-—-—-—-—-—-—-—-—-—-—-—-—-—————————— Presentation 6
6-5 interface 6-5 interface
Peer-to-peer protocol (5th layer)

5 Session I<— ———————————————————————— —>| Session I 5
>-4 interface Peer-to-peer protocol (4th layer) 5-4 interface
4 Transport  |J€-—-——-—-—-----—-—-—-—-——————————— Transport 4
4-3 interface 4-3 interface
3rd 3rd 3rd
3 Network - Network - Network - Network 3
3-2 interface 3-2 interface

- 2nd - 2nd - 2nd -
2 Data link € — Data link |- —- Data link -« — Data link 2
2-1 interface 2-1 interface

1| Physical I*LSH Physical I<-1—St->| Physical I+]—St->| Physical |1
1 1

Physical communication

Peerto-peer communication architecture
2.3.3Encapsulations and decapsulation

The process of adding the header before the data and tailor aftatshat
the sender is called encapsulation. On the other hand the process of removing
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the header and trailer by the corresponding layer is calledplulation. It
is the data link layer which adds the trailer also to the data frame. _

H4 D4

H3 I D3

|

]

|
| | I -
H2 | D2 [ T2 iH2 D2 | 12

;
1 I 1
i F— ]
[618]010101010101101010000010000 | {616]010101010101101010000010000 |

Transmission medium I

Encapsulation and Beapsulation
2.3.4 Functions ad Responsibilities OSI Layers

The specific functions and responsibilities of each layer are listed as follows.

1. Physical Layer

The physical layer coordinates the functions required to transmit a bit stream
over a physical medium. It also defines the pracesl and functions that
physical devices and interfaces have to perform for transmission occur. The

physical layer is concerned with the following functions:
1 Physical characteristics of interfaces and mediaThe physical layer

defines the characteristicsf #he interface between devices and the

transmission media, including its type.

9 Data rate: The physical layer defines the transmission rate, the number

of bits sent each

9 Representation of the bits The physical layer data consist of a stream

of bits withaut any interpretation. To be transmitteloits must be

encoded into signalselectrical or optical The physical layer defines

the type of encoding.

From data link layer To data link layer

i

i | | l i
Physical [ Physical
layer | [J0Y 10101000000010111 | S8 10101000000010111] | fayer
I | I |

Transmission medium

. &=E )

1 Line configuration: the physical layer is concerned with the

connection of devices to the medium.
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1 Physical topology The Physical layer is responsible for defining the
physical layout called topology of the underlying network such as star,
ring, bus, mesh and tree topology.

i Transmission Mode The physical layer is also responsible for
defining the trasmission mode such as, simplex, half duplex, full
duplex mode.

Main responsibility of the physical layer is
transmission of bits from one hop to the next.

2. Data Link Layer

The data link layer transforms the physical layer, a raw transmission
facility, to a reliable link and is responsible for neenode delivery.
The data link layer performs the following functions.
1 Framing: The data link layer divides the stream of bits received from
the network layer into data units calledmes
1 Physical addressing:If frames are to be distributed to different
systems on the network, the data link layer adds a header to the frame

to define the physical address of the sender and receiver of the frame.
From network layer To network layer

1 1

- Data T2 | Frame - Data T2 | Frame

Data link layer Data link layer

To physical layer From physical layer

1 Flow Control: If the rate at which the data are absorbed by the
receiver is less than the rate produced in the sender, the data link
layer imposes a flow control mechanism to prevent overwhelming the
receiver.

7 Error control . The data link layer adds reliability to the physical
layer by adding mechanisms to detect agtdansmit damaged or lost
frames. Error control is normally achieved through a trailer to the end
of the frame.

1 Access Control. When two or more devices are connected to the
same link, data link layer protocols are necessary to determine which
device hasantrol over the link at any time.

The main responsibility of the data link layer is hop
to hop transmission of frames.
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3. Network Layer

The Network layer is responsible for the sodu@e&lestination delivery of
a packet possible across multiple networks.e Tietwork layer is
responsible for the following functions.

9 Logical addressing The physical addressing implemented by the
data link layer handles the addressing problem locally.

1 The network layer adds a header to the packet coming from the upper
layer, anong other things, includes thegical addres®f the sender
and receiver.

From transport layer To transport layer

! T

I 1 [ 1

- Data Packet - Data

| | I |

Network l I Network
layer layer

To data link layer From data link layer

Packet

1 Routing. When independent networks or links are connected together
to create amternetwork(a network of networks) or a large network,
the connecting devices (called routersgateways) route or switch
the packets to their final destination.

The main responsibility of Network Layer is
transmission of packets from source to destination

4. Transport Layer

The transport layer is responsible for proewsprocess delivery of the
entire message. The network layer oversees-toedéstination delivery

of individual packets; it does not recognize any relationship between
those packets.

From session layer To session layer

|
7/ 7 '\
7 N \
// /// /\ \
- Data | . Data . Data . Data | . Data . Data

‘ 1 r Segments ( t ) Segments
Transport Transport

layer To network layer From network layer layer
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The specific functions of the transport layer include:

1 Port addressing computer often run sevér@rocesses (running
programs) at the same time. Proe&sprocess delivery means
delivery from a specific process on one computer to a specific
process on the other.

1 Processto-process delivery The network layer gets each packet to
the correct computethe transport layer gets the entire message to
the correct process on that computer.

Message Message

An internetwork

Network Layer
Host-to-host delivery

Transport Layer
Process-to-process reliable delivery

1 Segmentation and reassembly a message is divided into
transmittable segments, each having a sequence number. These
numbers enable the transport layer to reassemlsde ntbssage
correctly upon arrival at the destination.

Connection controt The transport layer can be either connectionless
or connectiororiented

1 Flow control: the transport layer performs a flow control end to end.
The data link layer performs flow contm@cross a single link.

9 Error control : the transport layer performs error control end to end.
The data link layer performs control across a single link.

The main responsibility of the transport layer is
process to process delivery of the entire message

5. The Session Layer

The session layer allows two applications on separate computers to set up
use and terminate a connection called a session. The session layer is the
network dialog controller.
The specific functions of the session layer are:
1 Dialog control: Allows communication either in hatfuplex or fult
duplex mode.
1 Synchronization: Add check points to the stream of data for
acknowledgement and synchronization between sender and the
receiver.
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From presentation layer To presentation layer

Session Session
layer layer

To transport layer From transport layer

Main responsibility of session layer is dialog control
and synchronization

6. Presentation Layer

Thepresentation layas concerned with syntax and semantics of the
information exchanged between the two systems. It carries out the
functions like:

1 Protocol conversion

1 Data translation

1 Encryption and decryption

9 Compression and

9 Decompression

From application layer To application layer

1 |

Presentation l I Presentation
layer

layer
To session layer From session layer

The main responsibility of the Presentation layer is

translation, compression and encryption

7. Application Layer

Theapplication layeenables the user to access the network services. It
provides user interfaces and supgortnetwork services such as:
1 Electronic email
Remote login using TELNET
File transfer through FTP
Web services through WWW
Directory services and so on.

= =4 4 A
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User
(human or program)

User

(human or program)

[

X.400

X.500 +++ |X.400
[

Message -

Data Message

Application
layer

To presentation layer

1 X500is a directory service used to provide information and access to
distributed objects

1 X400is services that provides basis for mail storage and forwarding

1 FTAM (File transfer, access and managementprovides access to
files stored on remote computers and mechanism for transfer and

Application
layer

From presentation layer

manage them locally.

Main Responsibility of application layersito provide
access to network resources

2.3.4 Summary of OSI Layers functions

We use the pictorial presentation that summarizes the functions performed
layers by communication between two users over the
transmission mediumThe following figue shows the main functions of

by various

each layers of OSI reference model.

Odisha State Open University

- To allow access to network
Application
resources
To translate, encrypt, and .
rEnciyp Presentation
compress data
; To establish, manage, and
Session . .
. . terminate sessions
To provide reliable process-to-
process message delivery and Transport
error recovery To move packets from source
Network to destination; to provide
L internetworking
To organize bits into frames; )
: . Data link
to provide hop-to-hop delivery ,‘ .
To transmit bits over a medium;
Physical to provide mechanical and

electrical specifications
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2.4 TCP/IP Model

It is also called as the TCP/IP protocol suite. It is a collection of protocols.
There are multiple layers and higher layer protocols are supported by lower
layer protools. Originally the model had four layers:

1. Host to Network Layer

2. Internet Layer

3. Transport Layer

4. Application Layer
The figure below shows the comparison of OSI model and TCP/IP model
along with the protocols.

Applications

TELNET

Protocols defined by
the underlying networks
(host-to-network)

Comparison of OSI model andTCP/IP model
The structure TCP/IP model is very similar to the structure of the OSI
reference model. The OSI model has seven layers where the TCP/IP model
has four layers.
The Application layer of TCP/IP model corresponds to the Session,
Presentation & Aplication Layer of OSI model.
The Transport layer of TCP/IP model corresponds to the Transport Layer of
OSI model
The Network layer of TCP/IP model corresponds to the Network Layer of
OSI model
The Host to network layer of TCP/IP model correspondseddPtiysical and
Data link Layer of OSI model.
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2.4.1Functions of the Layers of TCP/IP Model

1. Host to Network Layer

T

This layer is a combination of protocols at the physical and data link
layers. It supports all standard protocols used at these layers.

2. Network Layer

T

It is also called as the Internetwork Layer. It holds the
Internetworking Protocol (IP) which is responsible for source to
destination transmission of data.
The Internetworking Protocol (IP) is@nnectionless&unreliable
protocol.
It is a best effort delivery service. i.e. there is no error checking in IP,
it simply sends the data and relies on its underlying layers to get the
data transmitted to the destination.
IP transports data by dividing it infzackets or datagramsof same
size. Each packet is independent of the other and can be transported
across different routes and can arrive out of order at the receiver.
In other words, since there is no connection set up between the sender
and the receiver the packets find the best possdite gnd reach the
destination. Hence, the wocdnnectionless
The packets may get dropped during transmission along various
routes. Since IP does not make any guarantee about the delivery of
the data its call annreliable protocol.
Even if it is unrelble IP cannot be considered weak and useless;
since it provides only the functionality that is required for
transmitting data thereby giving maximum efficiency. Since there is
no mechanism of error detection or correction in IP, there will be no
delay introduced on a medium where there is no error at all.
Including IP, Network layer is associated with other four protocols:

i. ARP iii. ICMP

ii. RARP iv. IGMP

. ARP 1 Address Resolution Protocol
It is used to resolve the physical address of a device on a network,
where its logical address is known.
Physical address is the 48 bit address that is imprinted on the NIC or
LAN card, Logical address is the Internet Address or commonly known
as IP address that is used to uniquely & universally identify a device.

. RARP1 Reverse Address Resolution Protocol
It is used by a device on the network to find its Internet address when it
knows its physical address.
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[ll. ICMP - Internet Control Message Protocol

11t is a signaling mechanism used to inform the sender about datagram
problems that occur during transit.

1 It is used by intermediate devices.

1 In case and intermediate device like a gateway encounters any problem
like a corrupt datagram it may use ICMP to send a message to the
sender of the datagram.

IV. IGMP - Internet Group Message Protocol

It is a mechanism that allows sending the same message to a group of
recipients.

3. Transport Layer

Transport layer protocols are responsible for transmission of data
running on a process of one machine to the correct process running
onanother machine. The transport layer contains three protocols:

. TCP
II. UDP

1. SCTP
|. TCP 1 Transmission Control Protocol

1 TCP is a reliable connectieriented, reliable protocol. i.e. a
connection is established between the sender and receiver before
the datacan be transmitted.

1 Il It divides the data it receives from the upper layer into segments
and tags a sequence number to each segment which is used at the
receiving end for reordering of data.

II. UDP 1 User Datagram Protocol
1 UDP is a simple protocolsed for process to process transmission.
1 Itis an unreliable, connectionless protocol for applications that do
not require flow control or error control.
1 It simply adds port address, checksum and length information to
the data it receives from the uppayér.
SCTP1 Stream Control Transmission Protocol
1 SCTP is a relatively new protocol added to the transport layer of TCP/IP
protocol suite.
1 It combines the features of TCP and UDP.
9 Itis used in applications like voice over Internet and has a tonoztder
range of applications
4. Application Layer
The Application Layer is a combination of Session, Presentation &
Application Layers of OSI models and defines high level protocols like File
Transfer (FTP), Electronic Mail (SMTP), Virtual Terminal (TELNET
Domain Name Service (DNS) etc.

Odisha State Open University



2.5 Addressing in TCP/IP

The TCP/IP protocol suited involves 4 different types of addressing:

1. Physical Address
2. Logical Address

3. Port Address

4. Specific Address

1. Physical Address

T

Physical Address is th@west level of addressing, also known as
link address.

It is local to the network to which the device is connected and
unique inside it.

The physical address is usually included in the frame and is used at
the data link layer.

Physical address also adl MAC address that is 6 byte (48 bit) in
size and is imprinted on the Network Interface Card (NIC) of the
device.

The size of physical address may change depending on the type of
network. Ex. An Ethernet network uses a 6 byte MAC address.

2. Logical Address

Logical Addresses are used for universal communication.

Most of the times the data has to pass through different networks;
since physical addresses are local to the network there is a
possibility that they may be duplicated across multiples misvo
also the type of physical address being used may change with the
type of network encountered.

For example, Ethernet to wireless to fiber optic. Hence physical
addresses are inadequate for source to destination delivery of data
in an internetwork envimment.

7 Logical Address is also called as IP Address (Internet Protocol

address).

1 At the network layer, device i.e. computers and routers are
identified universally by their IP Address.

1 IP addresses are universally unique.

1 Currently there are two vewsis of IP addresses being used:

a.|Pv4: 32 bit address
b.IPv6: 128 bit address
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3. Port Address

A logical address facilitates the transmission of data from source to
destination device. But the source and the destination both may be
having multiple pocesses communicating with each other.

Example: Users A & B are chatting with each other using Google
Talk; Users B & C are exchanging emails using Hotmail. The IP
address will enable transmitting data from A to B, but still the data
needs to be delivedeto the correct process. The data from A cannot
be given to B on yahoo messenger since A & B are communicating
using Google Talk.

Since the responsibility of the IP address is over here there is a need
of addressing that helps identify the source antraddin processes.

In other words, data needs to be delivered not only on the correct
device but also on the correct process on the correct device. A Port
Address is the name or label given to a process. It is a 16 bit address.
Ex. TELNET uses port addss 23, HTTP uses port address 80.

4. Specific Address

Port addresses address facilitates the transmission of data from
process to process but still there may be a problem with data delivery.
Example: Consider users A, B & C chatting with each other using
Google Talk. Every user has two windows open, user A has two chat
windows for B & C, user B has two chat windows for A & C and so
on for user C Now a port address will enable delivery of data from
user A to the correct process (in this case Google Talkjser B but

now there are two windows of Google Talk for user A & C available
on B where the data can be delivered.

Again the responsibility of the port address is over here and there is a
need of addressing that helps identify the different instancéseof
same process. Such addresses are user friendly addresses and are
called specific addresses.

Example: Multiple Tabs or windows of a web browser work under
the same process that is HTTP but are identified usingorm
Resource Locators (URL.

2.6 Key terms & Concepts

1 A network model is a design of a computer network that includes
the hardware, software, access methods and protocols.

1 Network protocols defines the format of the data being exchanged,
and the control and timing for the handshake betweanday
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1 Open Systems Interconnection (OSI) reference modelvas

approved as an international standard for communications

architecture.
1 TCP/IP Reference Modelis also called as th&CP/IP protocol

suite.

1 The Internetworking Protocol (IP) is a connectionless

&unreliable protocol

TCP is a reliableconnectionoriented, reliable protocol

1 At the network layer each device i.e. computers and routers are

UDP is an unreliable, connectionless protocol for applications that do
not require flow control or error control.

Physical address also called MAC addreghat is 6 byte (48 bit)ni

size and is imprinted on the Network Interface Card (NIC) of the
device.

identified universally by theilP Address

1 A Port Addressis the name or label given to a process. It is a 16 bit

addess.

Currently there are two versions of IP addresses being used:
a.lPv4: 32 bit address

b.IPv6: 128 bit address

2.7 Sel-Assessment Questions

2.7

1
2.

o g~ w

.1 Short Answer type questions

List two advantages of layerimgginciplein computer networks.
Distinguish betwen peeto-peer relationship and a primary
secondary relationship?

Name two similar functions of data link and the transport layer.
What is the difference between the physical and logical addressing
Which two layers of OSI model are not operative in tgali

What is the difference between netdenode and sourem-

destination delivery?

7. Which layer is responsible for routing in an intextwork?

8. Why IP is used even is unreliable?
9. Which | ayer of the OSI model i

controller?

Odisha State Open University

S

c al

Page37

ed



10. Which layer of the OSI model is responsible for process to process
delivery of the entire message

2.7.2 Long Answer type questions

1. Explain the encapsulation and-dapsulation process in OSI
Model.

2. Differentiate between connectionless and connection oriented
operation
Explain ISO/ OSI reference model with neat diagram.

4. Compare the layers of OSI Model with that of TCP/IP model.
Explain different types of addresses used in TCP/IP
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3.0 Introduction

In computer networking, transmission media is a path through which data can
travel from a source to the destination. It acts as a data high Seait is

worth understanding the types of media through which data passes and know
their characteristics he devices that inter connect two or more computers and
networks are called network devicds.this unit we will describe different
types of transiission mediand network devices used for data communication
andnetworking.

3.1 Objective

After learning this unit you will be able to:

1 Define a Transmission Medium

1 Know the structure and features, merits and demerits of different types
of guided andinguided transmission media.

1 Identify different types of cables and their connectivity

1 Different ways in which wireless signals are transmitted

1 Identify different types of network devices and their usages

3.2 Transmission Media

A Transmission Mediuntan be defined as a physical path that can carry
information from a source to a destinatidine transmission medium can be
freespace, metallic caldeor fiberoptic cable through which data transmitted
in the form of electromagnetic signals.

3.3 Categ@ries of Transmission Media

In data communication, transmission media can be divided into two broad
categories, namely, guided and unguided. Guided media include tpeted
cable, coaxial cable, and fibeptic cable. Unguided medium is free space.

[ransmission
rredia

|
I I
Guided Unguided
wrirec) [wireless)

I l

Towisted-pair Coaxial Fiber-optic Free space
cafbile takble rakle o SpMICE

Categories of TransmissioMedia
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3.4 Guided Media

Guided media provide a conduit from one device to another by physical
connection. A signal transmitted along any of these media is directed and
contained by the physical medium. Guided media include twysaedand
coaxial cables those useetallic conductors to accept and transport signals in
the form of electric current and Optical fiber cable that accepts and transports
signals in the form of light.

3.4.1 TwistedPair

TwistedPair cable accepts and transports signals in the form of electri
current. It consists of two copper conductors, each with its own plastic
insulation, twisted together.

One of the wires is used to carry signals to the receiver, and the other is used
only as a ground reference. The receiver uses the difference behedsvo.

In addition to the signals sent by the sender, noise and crosstalk may affect
both wires and create unwanted signals.

o < M >Conducwr5

Twistedpair cable

Twisting makes it probable that both wires are equally affected by external
noise. The unwanted signals am®stly canceled out. The number of twists
per unit of length has some effect on the quality of the cable.

3.4.1.1 Unshielded vs Shielded Twistedair Cable

The most common twisteghir cable used in communications is Unshielded
TwistedPair cable.

Shieldel twistedpair cable has a metal shield or braishedsh covering that
encases each pair of insulated conductors. The figure shows the difference
between Unshielded and Shielded TwisRsdr.

Unshielded and Shielded Twistedaircable
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